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1 Mpu3HaYeHHsA cucTemMm

Cucrema JIO3A-1 — e KOMIUIEKC IMPOTPaMHUX 3ac00iB, MPU3HAYEHUHN JUISL 3aXUCTY
BiJ] HECAaHKIL[IOHOBAHOTO JOCTYIy iH(opmalii, SKka MICTUTbCA B TEKCTOBHUX JOKYMEHTax Ta
esnlekTpoHHUX Tabnuix. Cucrema JIO3A-1 mMicTuTh Takoxk 3aco0u, HEOOXiAHI s OOy I0BH
KOMIUIEKCHOI CHCTeMH 3aXHCTy iH(pOpMaIlii B aBTOMaTH30BaHUX CUCTeMax kiacy “1” (3rimHo
3 kmacudikamiero, HaBemeHoro B jgokymenti HJ[ T3I 2.5-005-99 “Knacudikarris
ABTOMATH30BAaHUX CHUCTEM 1 CTaHAApTHI (PyHKIIOHAIBHI MPOQLTl 3aXUIIEHOCTI 00pOOIIOBaHOT
iHpopMalii Bil HECAHKI[IOHOBAHOTO JIOCTYITY ).

3rigHo 3 TepmiHonoriero, BBeaeHor B gokymenti HJ[ T3I 2.5-004-99. “Kpurepii
OLIHKM 3axWIIeHOCTI iHpopMmamii B KOMITIOTEpHHUX CHCTEMax BiJl HECAaHKIIOHOBAHOTO
nocrymy”’, cuctema JIO3A-1 Hamae Taki mociyru Oe3neKu:

— noBipya koH(pineHniHicTh — KJ[-2 (6a30Ba noBipua KOHQIICHIIINHICTS);

— aJAMiHICTpaTHUBHA koH(ineHiHHICTE — KA-2 (6a3zoBa aJIMiHICTpaTHUBHA
KOH(IICHIIHHICTB);

— noBTOpHE BuKOpUCcTaHHS 00’ ekTiB — KO-0 (moBTOpHE BUKOpHCTAaHHS 00’ EKTIB);

— noBipya mimicHicts — L[JI-1 (MiHiMasIbHA A0BipYa IITICHICTD);

— aaMiHicTpaTUBHA MuTicHICTh — [[A-1 (MiHiManbHA aIMiHICTPATHBHA LUTICHICTS);

— rapsaya 3amina — JI3-1 (MoxepHizaris);

— BigHOBIIEHHS micis 30018 — [IB-1 (pydHe BinHOBIICHHS);

— peecrpauis — HP-2 (3axumienuit xxypHain);

— imenTtudikamis Ta apreHTHdiKamis — HU-3 (MHOXHMHHA imeHTH]IKamis Ta
aBTeHTHU(IKaLisN);

— nocroBipuuit kanan — HK-1 (ogHoHanpasieHuii 10cTOBipHUI KaHam);

— posnozin 060B’s3kiB — HO-2 (po3mnonin 060B’sI3KiB aAMiHICTPaTOPiB);

— IUTICHICTh KOMIUIEKCY 3aco0iB  3axmcry — HII-2 (K33 3 rapaHToBaHoiO
[UTICHICTIO);

— camorectyBaHHs — HT-2 (camoTecTyBaHHS U CTAPTi).

PiBHi HamauHs nmociyr Oe3nexu ,,Inentudikamis Ta aBreHTudikamis’ i ,,JlocToBipHUit
KaHaJ 3aJIeXkaTh Bl 3HaueHb napaMmeTpiB KoHpirypauii cuctemu JIO3A-1 — nus. 1.

Jlnst poGoTu cucteMu HEOOX1HI HUKUEHABEEH1 MPOrpaMHi 3aco0u.
1) Opna 3 TakMX ONepamiiHUX CHCTEM:

— Microsoft Windows 2000 Professional SP-3 (a6o Buiiie);

— Microsoft Windows 2000 Server SP-3 (a6o Bwuig);

— Microsoft Windows XP Professional SP-2 (a6o Buiie);

— Microsoft Windows 2003 Server SP-2 (a6o Buiiie).

2) Microsoft Word Ta Microsoft Excel oxgniei 3 Takux Bepciid:

— Microsoft Word 97 SP-2 ta Microsoft Excel 97 SP-2;

— Microsoft Word 2000 SP-3 ta Microsoft Excel 2000 SP-3;

— Microsoft Word 2002 (XP) SP-2 (a6o Bumie) ta Microsoft Excel 2002 (XP) SP-2
(abo BuIIE);

— Microsoft Word 2003 Ta Microsoft Excel 2003;

— Microsoft Word 2007 Ta Microsoft Excel 2007;

— Microsoft Word 2007 Ta Microsoft Excel 2010.

Takoxx mae OyTH BCTaHOBJEHAa KOMIOHEHTa BiamoBimHoi Bepcii Microsoft Office
O6bwue cpedcmea Office\Visual Basic dns npunoxeHud.



[lim wac poOGOTHM 3 TEKCTOBUMHU JOKYMEHTAaMH Ta EJICKTPOHHUMH TaOIUIISIMHU
KOPHCTYBadi CHCTEMH OTPUMYIOThH iHTepdelic Ta MoxauBocti mporpam Microsoft Word Ta
Microsoft Excel Bigmosinno.

TekcToBi TOKYMEHTH Ta €JIEKTPOHHI TaOIHIII MOXYTh 30€piraTuch Ha 3HIMHHX Ta Ha
CTaIllOHAPHUX HOCIAX (’KOPCTKHUX TUCKAX).



2 nopﬂAOK p060TM cCucteMm
2.1 NapameTpu KoHirypauii

[Topsimok pob6otu cuctemu JIO3A-1 3anexxuts BiJl 3HaUYCHb apaMeTpiB KoHQIryparii,
NOBHUU Tmepenik skux HaBeaeHud y Jlomatky A. Jns 3MiHM 3HA4YeHb MapaMeTpiB
KOH(}ITyparlii BUKOPUCTOBYETHCSI TIporpaMa KepysaHHsi 3axucmom (IIYHKT MEHIO KoHcpiaypauist).
Jamni B TeKkcTi JOKyMeHTa napaMeTpu KoHpirypauii BuaiiieHi piBHoMipHyM mprdTom.

Onpa3y micis 1HCTasAIil CUCTeMH TapaMeTpu KoHdiryparii Ha0yBarOTh 3HaY€Hb 3a
ymoBuaHHsM. [lepenbaueno nBa Habopu 3HA4YEHB 3a YyMOBUYaHHsIM, a cuctema JIO3A-1 moxe,
BIJIMOBIJIHO, MMOCTA4aTHCh Yy JIBOX KoHirypamisx: ,,CtaHnmapTHa Oesmeka” Tta , IligBuieHa
Oesreka”. 3HayeHHS 3a yYMOBYaHHSAM JUIsi 000X KoH(pirypamiii HaBeaeHi B Tabmuii A.l
Homatka A. OkpiM 3Ha4YeHb 3a yMOBYaHHAM, KoH(pirypamis ,IlizBumena Oe3meka”
BIJIPI3HAETBCA OOMEKEHHSIMH Ha MOXJIMBI 3HA4YeHHS JCIKMX mapameTpiB. BiamosimHi
B1JIOMOCTI TakoK HaBeAceHI B Tabimii A.1 Jlomarka A.

2.2 CtaHu cuctemun

Jlns mpoBeieHHs pi3HUX BHJIIB POOIT y CUCTEMI nepea0ayeHi YOTUPHU CTaHU:
— pobouwnii cTaH;

— cTaH npodiIaKTHKH;

— crad noHosneHHs [13;

— CTaH BIJIHOBJICHHS.

3BUYaliHI KOPUCTYBayl MalOTh JOCTYI J0 JaHHUX JiKlIe B pobodyomy craHi. Lleil ctan
NPU3HAYCHUN JUIS TPOBENEHHS 3BHYaliHOI pOOOTH CHUCTEMH 1 B HBOMY CHCTEMa Mae
nepe0yBaTu MepeBaKHY YaCTHUHY Yacy.

B ycix iHIMX cTaHax KOPUCTyBayl HE MAIOTh MOXKJIMBOCTI MPAIIOBATH 3 TAaHUMHU.

Cran npoginakmuku TIpU3HAYEHUN NI TPOBEACHHA MNPODITaKTUYHUX POOIT,
HAIpUKJIaJ, TECTyBaHHS KOMIT'IOTepa abo mpoBeneHHS aedparmeHTaiii HOro »OpPCTKOTrO
JTUCKA.

CraH noHoeneHHs 13 TIpU3HAUYEHUH JUIs MPOBEAEHHS 3MiH Yy CKJIajAi IPOTrpamMHOrO
3a0e3neueHHs], TaKuX sIK, HalpHUKiIaJ, BCTAHOBJIEHHS HOBOI Bepcii MPUKIAAHOI Mporpami,
JIOTIOBHEHB JI0 OIEpaliifHOi CUCTEMH Ta iH.

CraH ei0HOeneHHs TpU3HAYEHUN JJs1 TPOBEJCHHS BIJHOBJIEHHS MPOTPaMHOTO
3a0e3nedeHHs Ta KpUTUYHUX Ul poOOTH CUCTEMHM JIaHUX, TAaKUX 5K, HAIIPUKJIAJA, CHCTEMHUN
peecTp Ta JJaHi 3aXUCTY.

CeancoM pOOOTH Ha3UBAETHCA MPOMDKOK Yacy MDK IOYaTKOM Ta HACTYIHHUM
3aKIHUEHHSIM POOOTH CUCTEMH.

Ha nouaTtky po6oTH cuctemMa aBTOMaTHYHO NEPEXOAUTh y CTaH, IKUH BU3HAYAETHCS 3a
IpaBUJIaMH, BUKJIaJeHUMU B 11. 2.3. [IpaBuia 3aBepiuieHHs: poOOTH HaBeJeH1 HUXK4eE B 11. 2.4.

[Tepexoau MiX mepeniueHUMM BUINE CTaHAMH 3AIACHIOE agMiHICTpaTop Oe3meku
Ta/ab0 CHUCTEeMHUI aJMIHICTPaToOp 3a JOMOMOIOI mporpamu Mowimop 3saxucmy (m. 3.3.3).
CucremMa MOXe 3MIHHTH CTaH “i3 BJIACHOI IHIIIATHBHU JHIIE B OJHOMY BHIIQJKy — MiCIs
BUSIBJICHHS IOPYILIEHb LijicHOCTI (1. 4.1).

[Tin wyac mepeOyBaHHs cHCTeMH B pPOOOYOMY CTaHi Ta B CTaHi NPOQITAKTUKH
BUKOHYETHCSI aBTOMAaTHYHA MEpeBipKa LUTICHOCTI MporpaMHoro cepenosumia (1. 4). Y cranax
noHoByieHHs [13 Ta BiTHOBJIEHHS NIepeBipKa MPUITUHSIETHCS.

[Tix yac mepexoxy 3i CTaHy BIAHOBJIEHHS B Oy[b-KMH 1HIIUH CTaH MPOBOIUTHCS
nepeBipka LUTICHOCTI, 1 Mepexia 3A1HCHIOEThCS JIUIIE Y BUMAAKy MO3UTUBHOTO PeE3yibTaTy
HepeBipKH.



I[Tix yac Buxomy 31 ctany noHoyieHHs [13 agMiHicTpaTop Mae BKka3zaTu, 4d HEOOXITHO
MPUUHATA 3MiHM B CKJIaJl MPOTPAMHOTO CEPENOBHINA. Y BHUIIAJKYy TO3WTHBHOI BiAIMOBIiI
MIOHOBJIIOIOTHCS BIZIOMOCTI PO CKJIaJl MPOrPAMHOIO CEPEIOBUIIA. Y MPOTHUICKHOMY BHITAJIKY
MIPOBOJIUTHCS MEPEBIpKA MUIICHOCTI, a Mepexiy] 3IHCHIOETHCS JIUIIE Y BUIAIKY TTO3UTHBHOTO
pe3yabTaTy MEePEBIPKU.

Buxin Ta BXix KopucTyBadiB B orepailiiiny cuctemy (logon Ta logoff) He BIUTMBaIOTh Ha
CTaH CHCTEMH.

2.3 NoyvaTok po6oTu

Cuctema JIO3A-1 mouwHae poOOTy MiJ Yac 3aBaHTa)XCHHS OIEpaIliiHOi CHUCTEMHU.
Cran, y KUl cucTeMa HamMaraeThCs MepeiTH Ha MOYaTKy POOOTH, HA3UBAETHCS 10YaMKOBUM.
Bubip mo4aTkoBOro CTaHy BiJI0yBa€ThCS 32 TAKUMH TPABUIIAMH:

a) Slkimo B mornepeaHLOMy ceaHCl poOOTH aJMIHICTPATOp 3a JOTIOMOTOK ITPOrpamMu
Monimop 3axucmy BCTaHOBHUB IOYAaTKOBHMM CTaH JUIs HACTYHMHOTO CeaHcy poOOTH, cucTema
MOYMHAE POOOTY B IIOMY CTaHi.

ko aaMiHiCTpaTOp HE BCTAaHOBUB IMOYATKOBHM CTaH MJii HACTYIHOTO CEaHCy
poOOTH, TFOTh MTpaBUiIa, HABEACHI JaJIi.

0) SIxmo mnapamerp KoH]irypamii 3a MOXIMBOCT1 [ouMHATU POOGOTY B
poBouoMy cTaHl Mae 3HaYeHHs Tak i B TIONEPEAHBOMY CEaHCl CUCTeMa 3aKiHUMIa poooTy
HE B cTaHi MoHoBNeHHs [13, mouaTkoBUM CTaHOM € poOOUHUii CTaH.

B) Slkmo mapameTp KoH(irypamii 3a MOXIMBOCT1 [noumMHaATU POOGOTY B
poBouoMy cCcTaHl Mae 3Ha4CHHs Tak 1 B IONEPEAHbOMY CEaHCl CUCTeMa 3aKiHUMIa poOoTy
B cTaHi moHoByeHHA [13, moyatkoBUM cTaHOM € cTaH moHoBIeHHs [13.

Sxmo mapamerp KoHpirypamii 3a MOXIMBOCTI [IOUMHATU POOOTY B
pobouomy CcTaHi Mae 3HAYCHHS Hi, IIFOTH MTPaBWIIa, HABSACHI JaJTi.

B) SIKiI0 B momepeaHbOMYy ceaHci poOOTH BiAOyIOCH 3BHYaiiHE 3aBepIICHHS poOOTH,
CHUCTEMa HaMaraeThCs MoyaTH poOOTy y CTaHi, B AKOMY Bi10YJI0Ch 3aBEpIICHHS POOOTH.

B) SIKi10 B momepenHboMy ceaHci poOOTH BiOYJIOCH aBapiiiHe 3aBepIeHHS poOOTH,
cucTeMa IOYNHAE POOOTY B CTaH1 8iOHOBIEHHS.

r) SIkimo B momepeaHhOMYy ceaHci poboTa Oyia 3aBepllieHa HEKOPEKTHO, CHCTeMa
o0upae MOYaTKOBUHN CTaH y 3aJI€KHOCTI BiJl 3HAYEHHS MapaMeTpa KoHQirypauii nepexin y
crTaH Npod@isjlakTMKM NiCJg HEKOPEKTHOTO 3aBeplieHHs poboTu. Ko ueu
napaMeTp Mae 3Ha4YeHHs Tak, CHCTeMa HaMaraeThCsl Mo4aTu poOOTy B CTaHI rpoinakmuku, y
MPOTUJIC)KHOMY BHIIQJIKy T[MOYATKOBUNM CTaH BU3HAYA€TbCA TaK, SK IICIS 3BHYAHHOTO
3aBepuIeHHs] poOOTH (IIPaBUIIO B)).

2.4 3aBepLUeHHA poboTun
3aBepieHHs poOOTH CUCTEMH MOKe OyTH 3BUYaliHUM, aBapifHUM a00 HEKOPEKTHUM.

BBaxaeTbcs, 1m0 BiIOYIOCH 38uvaliHe 3aBEpUIEHHs pOOOTH, SKIIO Oyio 3AilicHeHe
3aBepIIeHHS pOOOTH CTaHAAPTHUMH 3ac00amMu onepariiiHoi cuctemu (OC).

VY BuUNaAKYy BHABICHHS MOPYILIEHHS IUTICHOCTI MiJl 4yac nepeOyBaHHS CUCTEMHU B
pobovoMy cTaHi abo B CTaHi MPOpITaKTHKH, CUCTEMA 3IIHCHIOE agapiliHe 3aBEepIIEHHS POOOTH
(AKII0O 1€ BU3HAYEHO MapaMeTpoM KoHQIirypamii peaxiiisg Ha [HOpymeHHSI
uimicuocti —m. 4.1).

[Tin uac aBapiifHOro 3aBeplIeHHs pPOOOTHM KOPUCTYyBay, SKANH MpaLioe 3a
KOMIT F0TE€POM, BIIPOJOBXK Yacy, 1[0 BU3HAYAEThCA MapaMeTpoM KoH(irypauii TpusanicTs
BMIOAUl TI[OolIepelXeHb [NPO abBaplliHe 3aBeplleHHd pPOOOTH, OTPUMYE
MOTEPE/DKEHHS PO HEOOXITHICTh 3aKiHYUTH poOoTy. Ilicns Toro sk 3a3Ha4eHUN yac MHUHE



(a0 KkopuCTyBa4 NPUNHHUTL POOOTY), IHIMIIOETHCS 3aBEpUICHHS POOOTH OIepariiHol
CHCTEMH.

Skmo pobora Oyna 3aBepiieHa BHACHIIOK 30010 a00 BHMKHEHHSI KOMII FOTEpA,
BBa)KA€THCS, [0 CHCTEMA 3aBEPIINIa POOOTY HEKOPEKMHO.

2.5 Onepauii

ITlim wac poOoTH cucTeMa aBTOMaTWYHO BUKOHye meBHI mii. Lli mii mMoxyrs OyTm
3YMOBJICHI KOMaHJIaMH aJMiHIiCTpaTopa (HampuKIald, aaMiHICTpATOp MOXKE JaTH KOMaHIy
3MIHUTH CTaH CUCTEMH 3a JIOTIOMOT'OI0 MPOrpaMu Mownimop 3axucmy) ab0 IHIIMMU TPHYUHAMUA
(HampHKIIa1, Ha MOYaTKy pOOOTH HEO0OXiIHO BUKOHATH MIEPEBIPKY ILTICHOCTI).

JI1st 3pydHOCTI TPYIU 3 JEKUIBKOX JIOT1YHO TOB’SI3aHUX MK COOOIO0 MM MOETHYIOThCS
B onepauii (esiki oreparii cKianarThes 3 ofHiel ail). Hanpukian, mix yac poOOTH CHCTEMH
MOKYTh BUKOHYBATUCh TaKi OTeparii:

— BWJIQJICHHS TUMYacOBUX (haiiJIiB;

— IepeBipKa IMUIICHOCTI (paiiliB Ta Mmarmok;

— TmepeBipka 0e3IeKH cepeOBHINA;

— cTBOpeHHS ¢ailny 3B_Ty npo HeOe3MevHi MoIii ToLIO.

2.6 O6po6ka noMuNoK

ITin yac poOOTH sApa CUCTEMH MOKIMBE BHUHHUKHEHHS PI3HOMAHITHUX IOMMIIOK,
TaKMX SK BIACYTHICTh apaMeTpa PeecTpy, HEMOMKIIUBICTD TOCTYMy A0 (aiiy i T. iH. Y nboMy
BUIAJIKY BIAMOBIIHA iH(POpMALIis peecTpyeThCs B KypHaIi NpukiIaaHux nporpam Windows, i
cucTeMa IIEBHUM YHHOM pearye Ha MOMUIIKY.

[Topsimok poGOTH CUCTEMU MICHISI BUSBIEHHS MOMMIIKU 3aJIeKUTh B1Jl TOr0, KOJIU Oyna
BUSIBJICHA IIOMUJIKA.

a) Sxmo nomuika Oysa BUSBJIEHA II1J1 4ac BiANpPALOBaHHS SIpOM CUCTEMHM 3aIluTYy,
SKMHA HaAIMIIOB B1JT 1HIIOT IPOrpaMu, Il IpOorpaMa OTPUMYE MOBIIOMIIEHHS PO BUHUKHEHHS
BHYTPILIHBOI HOMUJIKM CUCTEMH 3aXMCTY 1 Ma€ BiJpearyBaTd Ha HbOT'O BiJMIOBITHUM YHMHOM.

Hanpuknan, ayauT AocTynmy OO0 JOKYMEHTIB 3JIHCHIOETBCSA 3a 3alMTOM IPOrpaMu
BaxuweHi OokymeHmu. Y BHIAJKy BUHUKHEHHS HOMWIKH IMiJ 4ac 3JIHCHEHHA ayauTa
nporpamMa OTpUMY€ IOBIJOMJIEHHS HPO MOMMJIKY 1 BUBOAMTH HOro Ha €KpaH, a JOCTYI 0
JIOKYMEHTa KOPHCTYBa4yeBl HE HAJIA€ThCA.

6) SIkimo BUSBIEHA NOMUJIKA YHEMOXKIIMBUIIA aBTOMAaTHUHY MEPEBIPKY IUTICHOCTI Mif
yac nepe0yBaHHS CUCTEMH B poO0o4OMy CTaHi abo B cTaHi MPOQUIAKTUKH, BBaXKAETHCH, 10
Oyna mopyuleHa LUTICHICTh, 1 MOJaJblla TOBEAIHKA CHUCTEMH BHM3HAYAETHCS MPAaBUIIAMH,
BUKJIQIeHUMH B 11. 4.1.

B) Skmo nomwuika Oyna BHsBIEHA IIiJi 4ac BUKOHAHHS OJIHIE€T 3 BHU3HAYEHUX Y
cucteMi omepauii (1. 2.5), BUKOHaHHS oneparii NPUIHHIETHCS 1 B TOJOBHOMY BiKHI
nporpamMu MoHimop 3axucmy 3’SBISIETbCS MOBIIOMIIEHHS PO BUHUKHEHHS MOMMJIKH. SIKIO
a/IMIHICTPATOp Yy MOTOYHUN MOMEHT He IPAIIO€ 13 IpOrpamoro MoHimop 3axucmy, BiH OTpUMae
1€ MOBIAOMJIEHHS OZpa3y MiCJIs 3aIlyCKy MPOrpaMH.

VY Bumajaky, SKMA OMUCAHO B IYHKTI B), aJMIHICTPaTOp 3a JIOMOMOIOI0 NPOrpaMu
MoHimop 3axucmy MOKe CIIpoOyBaTH BUIIPABUTH TIOMUIKY. MlOMy HaaeThes TOKIATHUIT OmHC
MOMUJIKH 1 MIPOMIOHYETHCS MEPENTiK MOXKIMBUX BapiaHTIB NMpoJoBKeHHs podoTu. Lleit mepemik
3aJIeKUTh B oOmepalii, MiJl Yac BUKOHAHHS $KOI BHHMKIJIA TOMMJIKA, 1 MOXKE MICTUTH
HIDKUYEHABEICHI TyHKTH.

1) TloBropuTH.



Ile#i TyHKT 3aBXIU BKIIOYAETHCA 0 TEPENTIKy W O3HA4a€ MOBTOPHY CIpoOy
BUKOHAHHS omepaii. Floro Tpe6a o6upaTH, SKIIO aaMiHICTPATOp YXKMB MEBHUX 3aXOiB I
BUIIPABJICHHS MOMIJIKH a00 BBaXKa€, 1110 YNHHUKH, SIK1 11 BUKJIHKAIH, YK€ HE JIII0Th.

Hanpuxunan, SKio noMuika BUHUKIIA Yepe3 BIICYTHICTh JOCTYIY 10 PO3/LLY PEECTpY,
Tpeba BiAMOBIAHUM YHHOM BIJHOBUTH TpaBa JIOCTYITY 1 IOBTOPUTH BUKOHAHHS OIIepallii.

2) Bigminurw.

Lle#l MyHKT NPOINOHYETHCS B TOMY BHIIAAKY, KOJM BHKOHAHHS OIeparii MOXHa
BiIMiHUTH. Hampukian, BIIMIHUTH MOXXKHA TPHHHATTA 3MiH Y CKJIaal IPOrpaMHOTO
cepenoBHIna ad0 BUIAJICHHS TUMYACOBUX (halJIiB.

VY neskux BUNAAKaX, KOJIHM MYHKT BiOMiHUmMu Mae 0COOJIMBUIM 3MICT, HA €KpaHi pa3oM 13
MOB1IOMJICHHSIM TIPO TIOMHJIKY HaBOJIUTHCSI BJIMOBIIHE TTOSICHCHHSI.

3) Irnopysatw.

Lle#f myHKT 3’SBISETBCS B TOMY BHIIAJIKy, KOJIM BHHUKHCHHS TOMUJIKH MOXHA
irHopyBatu. Hanpuknax, y pa3i HEMOXKIMBOCTI IMPOYMTATH 3HAYCHHS IapaMerpa
KOH(}iryparlii MO>kHa BAKOPUCTATH 3HAUCHHS 32 YMOBYAHHSIM.

SKI0 TNYHKT [2HOpyeamu BKIIOYEHUH [0 TEpeniky, Ha eKpaHli pa3oMm i3
MOB1JIOMJICHHSIM TIPO TIOMHJIKY HaBOJIUTHCSI BIJIIOBIIHE ITOSICHCHHSI.

4) CraH BiJHOBJICHHS.

[leii myHKT 3aBXOU BKJIIOYAETBCS 1O TMEPeIiKy W O3Hayae mepexij y CTaH
BiZHOBICHHS. Moro Tpe6a BuGUpaTH B TOMY BUIAJIKy, KOJHU IS BHUIIPABJICHHS MOMUIKH
HEOOXiTHO IIEPEBECTH CUCTEMY B CTaH BiJIHOBJICHHSI.

2.7 NMNoBeaiHKa cuctemun

3rigHo 13 MpaBUJIAMU, BUKJIAIEHUMU B mIl. 2.2 — 2.4, y KOXKHHUII MOMEHT 4acy cucrema
MOXKE TIOYMHATH pPOOOTY, 3aBepIIyBaTH pPOOOTY ab0 3HAXOJUTHCh y TICBHOMY CTaHi.
BinmnoBigHa XapakTepuCTUKa HA3UBAETBCS pexumom pob6omu. PexuM poOOTH CHCTEMH MOXKE
HaOyBaTH TaKUX 3HAYCHb:

— I04YaToK po0oTH;

— mnepeOyBaHHS B IEBHOMY CTaHi,

— 3MiHa CTaHy;

— 4YeKaHHs MepeJ]l BUXOAOM 31 CTaHy (Tiepes] BUXOJOM 31 CTaHy cHCTeMa YeKae, TOKU
KOPHUCTYBa4 3aKiHYUTh poOOTY);

— 3IiCHEHHS 3BUYAfHOTO 3aBepIICHHS pOOOTH;

— 3IiCHEHHS aBapiiiHOTO 3aBEPIICHHS POOOTH.

MoOXITUBICTh BUKOHAHHS KOPUCTYBAYaMH THX YM 1HIIUX Jil 3aJI€KUTh BiJl TOTOYHOTO
peKuMy poOOTH CHCTEMH Ta CTaHy, Y SKOMYy BoHa mnepeOyBae. Hampukinaz, mpamtoBatu 3
JOKYMEHTaMH MOXXHa TUIBKM TMiJ 4Yac TepeOyBaHHS CHUCTeMH B poOOuOMy CTaHi,
BCTAHOBJIIOBATH 3HAYCHHs MapaMeTpiB KOHQIrypauii — TiJIbKU MiJ 4ac nepeOyBaHHS CUCTEMHU
B [IEBHOMY CTaHI1 Ta YEKaHHs Mepes BUXOJOM 31 CTaHy. Y BUIAJKy HEMOXKJIMBOCTI BUKOHAHHS
Ji1 KOPUCTYBay OTPUMYE MOBIOMIIEHHS ,,BUKOHAHHS /111 B TOTOYHUIl MOMEHT HEMOXKIIMBE .



3 KepyBaHHﬂ AOCTynom
3.1 KopuctyBaui cuctemm
3.1.1 O6nikoei 3anucu cucmemu JIO3A-1

JI71s KO)KHOTO KOpPUCTYBada CHUCTEMH 3a JIOIIOMOT'OI0 MpOrpamMu KepygaHHsl 3axucmom
CTBOPIOEThC  OOmikoBui 3amuc. CyKymHICTh OOJIKOBHX 3aIlMCiB  YTBOPIOE  riepesik
Kopucmyeadie cucmemu — €JIMHY CKIIaJIOBY 6a3u daHux 3axucmy. OOIIKOBUM 3alUC MICTUTh TaKi
BIJIOMOCTI:

— 1IM’s KOpPHCTYBaya — JOBUIBHUH PAIOK JOBXKUHOIO 10 20 CUMBOJIIB, SIKH HE MOXE
mictatu cumBoia "t /\[]:;|=,+*? <> @, a TakoX HE MOKE CKJIaJaTHCh TLIBKH i3 Kparok
Ta MPOITYCKIiB;

— TIOBHE IM s KOpUCTYBayva (JOBUIBHUHN PSIAOK CUMBOJIB);

— OIKC KOPUCTYyBaua (JIOBUIbHHUH PSIOK CUMBOJIIB);

— mapameTpH (BOHH MOXYTh OYTH BKJIFOUCHI 200 BiAKIIIOUCHI):

— BHUMAarartu 3MiHy [apoJisi IPU HACTYITHOMY BXOJ1 10 CUCTEMHU;

—  BIIKJIIOYUTH OOJIIKOBUH 3aIIHC;

— 3a05oKyBatu OOJIKOBUH 3amuc (aaMIHICTpaTOp MOXKeE JUIIe Po30JI0KyBaTH
00JikoBuUii 3amuc, 0J0Kye HOTro TUIBKU CHCTEMA);

— TapoJib (JOBUIBHUHN PSIOK JTOBKUHOIO 110 127 CUMBOJIIB);

— pomi kopuctyBaya (1. 3.1.1.1);

— piBeHb jgomycKy KopuctyBaya (1. 3.1.1.2);

—  BIJIOMOCTI PO KJIFOYOBH# AKMCK (KJTFOYOBI TUCKH) KoprcTyBada (1. 3.1.3).

[Tix yac cTBOpPEHHsI OOJIKOBOIO 3alMCy PEKOMEHIYEThCS BCTAHOBHTH BHMOTY 3MiHH
napoJisi IpY HACTYITHOMY BXO/Ii 10 cucTteMu. KoprcTyBad oBUHEH Oyjie 3MIHHTH TIapOJib IPU
Hepiii ke peecTpaimii B CHCTeMi 1, TaKUM YHHOM, CBifl IMapojb 3HATUME TIIBKH CaMm
KOPHCTYBAY.

Sxmo 0o6mikoBUN 3amuc BIAKIIOYEHH a0o 3a0J0KOBaHMM, KOPUCTYyBad HE 3MOXKE
BBiliTH 110 cucTeMu. 3a0ioKyBaTH OOJIIKOBHIA 3amuc MoOXe TUTbKH cuctema (1. 3.1.4.2),
a/IMIHICTPATOp HE Ma€ TaKOi MOKJIMBOCTI.

BignosigHicte Mik oOmikoBuMmu 3anucamMu cucteMd JIO3A-1 Ta 00IIKOBUMH
3anucamu Windows onucana Huxkue, y 1. 3.1.2.1.

3.1.1.1 PoJi xopucrtyBauis

Jnist 3a0e3nedeHHsT MOXKIIMBOCTI pO3MO/UTY 0O0B’SI3KIB y CUCTEMI BU3HAUEH1 Taki poJii
KOPHUCTYBaYiB:

— 3euyvaliHull Kopucmyeauy,

—  AdmiHicmpamop be3nekKu,

— AdmiHicmpamop doKkymeHmig;

—  CucmemHul admiHicmpamop.

OctaHnHi TpH poJii HA3UBATUMEMO adMiHicmpamueHUMU.
Pounb 3suvaliHuii kopucmysay He CYMIIIAEThCS 3 KOJHOIO 3 aIMIHICTPATMBHUX pOJIEH;
a/IMIHICTPATUBHI POJIi MOXKHA CYMIIATH OYyb-IKHUM YHHOM.

Jlani B TeKCTi JOKyMEeHTa “‘aaMiHicTpaTop Oe3nekn” mo3Hayae ocoly abo rpymy ocil,
K1 BUKOHYIOTb POJIb AdMiHicmpamop 6e3neku. AHATIOTIYHUM YHHOM 3/1HCHIOETHCS TOCUIIAHHS
Ha 1HIII afMiHICTpaTUBHI pomi. TepMiHOM ‘“‘aaMiHiCTpaTop” MO3HAYAETHCS 0co0a, SKii
BCTaHOBIIEHA POJIb AdMiHicmpamop 6e3nexku ab0 poib CucmemHuli admiHicmpamop.
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3.1.1.2 PiBeHb 10MyCKY KOPHUCTYBaya

PiBens momycky oOupaeThes 31 CTaHIAPTHOTO TEPETIKY:
— LUIKOM Ta€EMHO;

— Ta€eMHO;

—  JUIsI CITY’)KOOBOTO KOPUCTYBAHHS;

— BiakpuTa iHhOopMaIlis.

3HaueHHS B IOMY IIEPENIKY pO3TAIIOBaHI 3a CIAJaHHAM, TEpIIe BBAKAETHCS
HaWBUIIIUM, OCTAHHE — HAMHIKYHM.

3.1.1.3 I'pynu kopucTyBayiB

Jlns xepyBaHHS TOCTYIIOM JIO IOKyMEHTIB Ta 0a3 JOKYMEHTIB BUKOPUCTOBYIOThCS JIBi
TPy KOPUCTYBaviB, Bci Ta AOMiHicmpamopu 0okymeHmig, a TaKOXK “BIpTyaJIbHUI KOPUCTyBau
BriacHuk.

I'pyna Bci MICTUTB YCiX KOPHCTYBadiB CHUCTEMH, Tpyma AdmiHicmpamopu OOKymMeHmie
MICTUTh YCiX KOPUCTYBAUiB, SIKUM YCTaHOBIIEHA POJIb AdmiHicmpamop dokymeHmie.

Brnacuukom 0a3u Ta IOKyMEHTa CTa€ KOPUCTYBay, KU iX CTBOPIOE. 3aCTOCYBaHHS
“BIpTyaJIbHOTO” KOPHCTyBada BracHuk JO3BOJIsI€ HaJaBaTH MOBHOBAXKEHHS KOPUCTYBady Iif
Yac 3aCTOCYBaHHS MeXaHi3My ycrnaakyBaHus (. 3.2.2.3).

3.1.2 O6nikoei 3anucu Windows
3.1.2.1 O06JikoBi 3anucu KOPUCTYBaviB

Kosxxuuit kopucryBau cuctemu JIO3A-1 noBuneH Matu o6sikoBuii 3amuc y Windows.

[Tix wac crBopeHHst obmikoBoro 3amucy B cuctemi JIO3A-1 anMminicTpaTop Oe3mexu
MOKe BHOpaTtd ofuH 3 00JikoBux 3amuciB WINndows (s sSKuxX Iie He CTBOpEHi OO0JIKOBi
3amucu B cuctemi JIO3A-1) abo cTtBopuTH HOBHMI OOJiKOBHH 3amuc. SIKIIO aaMiHicTpaTrop
CTBOPIOE HOBHU OOJIIKOBUI 3amuc, BIAMOBIAHWI OOJIIKOBUI 3amuc Oyae CTBOpEHHWH Y
Windows. Ilicis BcTaHOBIIGHHS BJIACTUBOCTEH oOisikoBoro 3amucy cuctemu JIO3A-1
BCTAaHOBJIFOIOTHCS BI/IMOBIHI BIACTUBOCTI 00mikoBoro 3amucy Windows.

Ha nouartky poGotu Ta miJi 4ac BUXOAY 31 CTaHy BigHOBIeHHS cucrtema JIO3A-1
nepeBipsi€ BiMOBIIHICTh CBOIX OOJIKOBHX 3amuCiB Ta o0iikoBux 3amucie WIindows i B pasi
BUSIBJICHHS PO30DKHOCTEH 3MIHIOE BIAMOBIMHI BIACTUBOCTI 0OMikoBUX 3ammciB Windows.
SIKmo X BUABIAETHCS, 110 00nikoBuid 3amrc Windows BuaneHuii, BiXmoBigHui 00aiKOBUM
3anMc BUJAISIETbCA 3 TIEpeliKy KopuctyBauiB cuctemu JIO3A-1.

3.1.2.2 O06.Jiko0Bi 3anKcH JOKAJBLHUX FPyN

Jns 3pydHOCTI KepyBaHHsS NOBHOBAKEHHSIMHM KOPHUCTYBadiB IMOJO JOCTYIy J10
00’€KTIB OmepaliifHol CHCTEMH BUKOPUCTOBYIOThCS JoKanbHi rpymu Windows. KoxxHa rpyna,
KpiM rpynu LOZAUsers, BIMOBIJA€ MEBHIM poiii KopucTyBauiB. [lepernik rpyn Ta poielt, 110
iM BiMTOBIAArOTH, HaBeneHUH y Tabmuii 3.1. Yci i Tpynu CTBOPIOOTHCS i Yac 1HCTATSAIIT
CUCTEMH.

Tabmums 3.1
IM’s rpynin Onnc rpynu Pons xopuctyBaua
LOZASecAdmins AnMiHicTpaTopy O€3IEKH CUCTEMH AdmiHicmpamop 6e3neku
JIO3A-1
LOZADocAdmins AnMiHICTpaTOpH JOKYMEHTIB CHCTEMH AdmiHicmpamop GoKymeHmie
JIO3A-1
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IM’st rpynin Onuc rpynu Ponb kopuctyBaua

LOZAOrdinaryUsers 3BUyaiigi KOpI/ICTYBaLIi cuctemu JIO3A-1 3suyvalHuli Kopucmysay

LOZASySAdmlnS CucremMui a,I[MiHiCTpaTOpI/I CHUCTEMHU CucmemHuli aOMiHicmpamop
JIO3A-1
LOZAUsers Vi kopucrysaui cucremu JIO3A-1

[Tin yac BCTaHOBIIEHHS pOJIEH KOPUCTyBaya 3a JONOMOIOI0 MporpamMu KepysaHHs
3axucmom BIH aBTOMAaTHMYHO BKJIIOYAETHCSA 10 BiAMOBiAHMX Trpymn. KopucryBadi, SKuM
HAJAEThCS POJIb  AdmiHicmpamop 6e3neku abo CucmemHuli admiHicmpamop, aBTOMAaTHYHO
BKJIFOUAIOTHCS TAKOXK JI0 BOYIOBAHOT JIOKAIBHOI Ipyru AdmuHucmpamopsi \WWindows.

KpiMm TOro, yci kopucrtyBaui CHUCTEMH aBTOMATHYHO BKIIOYAIOTHCS 1O TPYIH
LOZAUsers.

3.1.2.3 KopucTtyBau /151 3al1yCKY CHCTEMU

Snpo cucremu — iporpama Cepsep 6e3rexku — TIPAIIOE Bl iIMEHI IIEBHOTO KOPUCTyBava
Windows. BigmoBigauii 00JIKOBHI 3allUC CTBOPIOETHCS i 4Yac iHCTajsmii cuctemu. Bin
JonaeTscsa a0 rpynu LOZAUsers, B6yz[0BaHo'1' JIOKAJILHOT Ipy AOMuHUcmpamopsb! Windows, a
TakoX J0 Irpynu LOZASecServers. Ocranus rpymna TaKo CTBOPHOETHCS i 4ac 1HCTaIsIil
CHUCTEMH, 1 1 HaJIa€ThCS MPABO BXOJUTH JO0 CUCTEMHU SIK TTAKETHE 3aBJIaHHS (BXOJ B Ka4eCTBE
makeTHOro 3aaanus, logon as a batch job).

KopuctyBau, Bifg iMEH1 SIKOTO MpAIIOE SIAPO CUCTEMH, HA3UBAETHCS cryxbosum. s
HbOI'O HE MOKe OyTU CTBOpeHu# 00iikoBuil 3anuc y cucremi JIO3A-1.

3.1.3 Knroyvoei ducku

Kiro4oBi JMCKM BUKOPUCTOBYIOTHCS AJISI AOAATKOBOI aBTEHTH(QIKaIii KOPUCTYyBadiB
cucremu (1. 3.1.5).

SIK KITFOUOBI TMCKU MOXYTh BUKOPHCTOBYBATHCh JHCKETH Ta/abo Momyni mam’siti USB
Flash i3 ¢aitnosoto cucremoro FAT.

Jng toro mo0® IUCK CTaB KIIOYOBUM, aJMIHICTpaTop O€3MeKH IOBHUHEH Moro
iHimiamizyBaty. [lin gac iHimiamizamii Ha JWUCK 3alUCYETHCS MapoJib, SKUM (IICIs MEBHOTO
MIEPETBOPEHHSI) 3amaM’ sITOBYeEThCSI B 0a3l JaHWX 3axucTy. [HiIiami30BaHUM Ha OJHOMY
KOMIT IOTEp1 KJIIOYOBUN JTUCK MOXHA TaKOX 3amam’ATaTd B 0a3l JaHMX 3aXUCTy Ha 1HIIOMY
KOMIT FOTEPI.

KoxHuil KoprcTyBau MOKe MaTH JiBa KJIFOUOBI TUCKU — OCHOBHHUI Ta pe3epBHUMN, SKi
HAJal0Th HWOMY OJIHAKOBl TOBHOBaXE€HHs. Ha KOXHOMY [uCKYy Mia dYac iHimiam3arii
3aMnMcyeThbes CBIM Maposb.

Te, siki camMe IUCKH BUKOPUCTOBYIOTHCS SIK KIIFOYOBI, BKa3ylOTh JiBa IapaMeTpH
KOH(Iryparii:

— THYUK1 KJIOUOB1 IOMCKWU,

— BHiMHI1 KJOUYOB1 IMCKM.

L{i mapamMeTpu MOXKYTb IPUHMATH TaKi 3HAUECHHS:
- He sukopucmosysamu;
—  Bci ducku;

- Bu6pani ducku (13 3a3HaY€HHSAM BUOPAHUX JMCKIB).
3.1.4 NMonimuka obnikosux 3anucie

[Tomitnka oO6mikoBux 3amuciB cucremMu JIO3A-1 cknamaeTscss 13 JABOX TIpyml
napameTpiB KoHdirypamii. Ilepma 3 HHUX YTBOPIOE MOJITHUKY MapoiiB, Apyra — IMOJITHKY
650KyBaHHs 001iKOBOTO 3anmucy. OOUABI MOMITHKH 3aCTOCOBYIOTHCS TUIBKA B TOMY BHIIAJIKY,
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KOJNM TMapaMmMerp HOO3BOJIATM Bx1in n»mo Windows TiJbKM KoOpMCTyBadam
cucTeMM Mac 3Ha4YeHHd Tak.

3.1.4.1 MoaiTuka nmapoJis

[TomiTrKa MapoJIiB CKIAAAE€THCS 3 TAKUX MapaMeTpiB KOoHDIrypariii:

— KI1JBbKI1CTB HENOBTOPIOBAHMUX I[1apOJIiB;

— MaKCMMaJIbHMM TepMiH »nii napoJs,

— MiHiMaJbHa IOBXMHA I[1apPOJid;

— TapoJii NOBMHHI BamOBOJILHATM BMMOTAaM MONO CKJAOHOCTI.

[lepmmii mapamerp 0OOMEXYye MOXKIHMBICTH KOPHUCTYBa4yiB BHKOPHUCTOBYBATH CTapi
napoJii i 9ac 3MiHU MapoJisl, APYTHMil BU3HA4Ya€ TEPMiH, MICHIS 3aKiHUYCHHS SKOTO CHCTEMa
3MyIIye KOpPHCTyBada 3MIiHUTH mapoiis. [lapamerp mMinimanbHa HOBXMHA [apOJis HE
JI03BOJISIE  BHKOPUCTOBYBAaTH 3aHAATO KOPOTKI Mapojli, a OCTaHHIM MapaMeTrp 3MYIIye
BUKOPUCTOBYBATU JOCUTH CKJaaHI mapoii. CKIaaHICTh Mapojis 0O3HA4a€ BHKOHAHHS TAaKHX
BUMOT:

— TapoJib HEe IOBMHECH MICTUTH B 001 iM’s1 200 MOBHE iM’sI KOPUCTYBaYa,

— TapoJb MA€ MICTUTH CUMBOJIH Xo04a 0 i3 Tph0oX HAOOpIB i3 HABEIEHUX YOTHPHOX:

— TPOMUCHI JITEpPH JATHHCHKOTO, POCIHCHKOTO Ta YKPaiHCHKOTO a(aBiTiB,
— CTPOKOBI JIITEPH JIATHHCHKOTO, POCIHCHKOTO Ta YKPATHCHKOTO a(aBiTiB;
— uudpu;

— creniajbHi CHMBOJIH:

S 1@#S% A& () _-+=\{}[]:;7<>,.7

3.1.4.2 Moairuka 0;10KyBaHHS 00,1iKOBOT0 3aMUCy

[TomiTKa CKIIAAAETHCS 13 IBOX IMapaMeTpiB KOH(pIryparii:

— 1HTepBay IJi9 TIOHOBJIEHHS BiOJIiKy HeBIaAIMX CIOPOO BXOIOY IO
CHUCTEMU,

— MakcuMasibHa KiJbkicTh HeBIaiux cnpod BXOOYy IO CUCTEMM.

Jpyruii napameTp yka3ye KUIbKICTh HEBAAIMX CIPOO BXOAY A0 CHCTEMH, MICIS SKUX
00 1iKOBHH 3amMc OJ0KyeThCs. SIK HeBaaii crpoOu BXOJy 3apaXxOBYIOTHCS BCl CIIPOOH BXOIY,
cpoOu po30JI0KYBaHHS KOMIT'IOTepa Ta CHpoOM 3MIHU MapoJjs, MiJf Yyac SKUX KOPUCTyBau
yKa3ye HEBIPHUM MapoJib.

[lepmuii mapameTp BU3HAYA€ IHTEPBAN, MICHS 3aKIHYEHHS SKOTO BIJUTIK HEBAATUX
crpo0 BXOY MOHOBIIOETHCS.

3.1.5 Bxiod 8o cucmemu

[Topsimok BXOay KOPHUCTYBaudiB JO CHCTEMH BHM3HAYAETHCS TAaKUMHU IapamMeTpamu
KOH(Iryparii:

— BlpoGpaxaTu 1iM'sa HONepenHbLOT'O KOpMCTyBaua,

— IOBBOJATM BXinm mo Windows TiJbKM KOPMCTyBauaM CHUCTEMU;

— nosBoJyaATM BxXim no Windows TinmbkuM B 2 pobouoMy CTaHi
CUCTEMU,

— T[epeBipATKM KIIOUYOBMM IOMCK [I1O Yac BxXoIOy Zo Windows.

JlonaTkoBi 0OMEXeHHS Ha POOOTY KOPUCTYBAadyiB CHUCTEMH MOXKHA BCTAaHOBHUTU 3a
JOIIOMOTOK0 TIapaMeTpa IepeBlpaTy KIIOYOBMM IOUCK Iig uyac podoTtm Yy
Windows.
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VYci HaBenmeHi mapaMeTpyd MOXKYTh NpHAMaTH 3HA4YeHHS Tak Ta Hi. 3HaueHHSA
napaMmeTpiB  BinoOpaxaTy im'sg [DONepemHbLOT'0 KOPUCTyBada, HO3BOJISATU
BxXin zmo Windows Tinpkm B poOOUOMy CTaHl cmcTeMu Ta HepeBliparm
KJIOUOBMI OMUCK Min yac Bxony IO Windows MOHA BCTaHOBIIOBAaTH TUIbKU B
TOMY BHIIQJIKy, KOJHM Ui HapaMerpa IO3BOJIATKM BxXim »no Windows Tinbku
KOPMCTyBadaM CHCTeMM 3a/1aHe 3HAYCHHS TaK.

Haiibinpin BakIMBHUM cepell 3a3HAYCHUX IapaMeTpiB € MapaMmerp LO3BOJISTH
Bx1im mo Windows TiJjibkM KOopuCTyBauaM cucTemy. BcTaHOBIGHHS Il HBOTO
3HaYEHHS Tak MaTUME TaKl HACIIIKU:

— it 10 WIindOws 3MOXyTh TUJIbKM KOPHCTYBadi, SIKi MAlOTh OOJIIKOBHH 3aIUC Y
cucrtemi JIO3A-1;

— 3aMicTh cTaHAapTHUX pmianoriB Bxomy ao Windows, Buxoxy 3 Windows
(BukiuKaeTbess HaTucKaHHAM KomOiHarii kiasim Ctrl+Alt+Del micns ycmimHoro Bxomy a0
CHCTEMH), pPO30JIOKYBaHHS KOMII'IOTEpa Ta 3MIHM Tapojis BUKOPUCTOBYBATUMYThHCS
Bigmosinui miamoru cucremu JIO3A-1;

— MJI 4Yac BXOAY JO CHCTEMH KOpPHCTyBadi OyqyThb 3MyIIEHI BHKOPHCTOBYBATH
komOinauiro xiasim Ctrl+Alt+Del;

— Oyze BiIKITIOYEeHA MOXKIIUBICTD 3aITyCKy IPOTpaM Bij iMEHI 1HIIIOTO KOPUCTYBaya;

— Oynmyth BimkiroueHi ekpad npusitanHs Windows XP Ta MOXJIHBICTh HIBUIAKOTO
nepekitodeHHs Mix kopuctyBadamu Windows XP.

[H11i 0OMexeHHs Ha poOoTy KopucTyBauiB y WIindows He HakIaqaTuMyThCS.

S0 mapamerp nepeBipaTM  KIIOUOBMM OMCK [inm ywac poboTtm Yy
Windows Mae 3Ha4Ye€HHS Tak, Y BHIIQJKy BHJAJICHHS KIIOUYOBOTO AMCKAa MiJ Yac poOOTH
KOMII IOTEp aBTOMAaTHUYHO OJIOKYETHCS.

[Tapamerp BimoOpaxaTy iM'4a HONepemHbLOT'O KOPMCTyBaua BU3HAYAE, YU
BiT0OOpakaeThCs iM’sI MONEPETHLOT0 KOPUCTYBaya B Jiano3i Bxoxy ao cuctemu JIO3A-1.

Skmo g mapaMerpa  DO3BOJIATM  Bxim mo Windows  Tinbkm B
poBouoMy CTaHl cucTeMy BCTAaHOBJICHE 3HAYEHHS Tak, 3BHYAiHI KOpHCTyBayl Ta
aIMIHICTPaTOPH ITOKYMEHTIB 3MOXYyTh yBiiTH 1m0 WINdOWS Tinbku mig yac mepeOyBaHHS
cucremu JIO3A-1 B pobouomy craHi. OOMeXKEHHsI HE CTOCYETbCS aaMIHICTpaToOpiB Oe3neku
cucremu JIO3A-1, cucremuux aaminicrparopis cucremu JIO3A-1, a Takoxx BOYZOBaHOIO
anminictparopa Windows.

[Hmi mapaMeTpw BH3HAYaKOTh, SIK CaM€ BHKOPUCTOBYIOTHCS KIIFOYOBI JTUCKU IS
aBTeHTH(iKalii KopucTyBadiB. Y Tabmumi 3.2 HaBeleHI MpaBuiia JUIsl PI3HUX KOMOiHAIi
3Ha4YeHb NapameTpiB KoHiryparii. Ciporo 3aJIMBKOIO BHJIIJIEHI 3HAUEHHS MapaMeTpiB, sKi He
MOXYTh OyTH 3MiHEHI.

Bin 3HaueHp mapameTpiB mos3BosATM  Bxim no Windows  Tisbku
KOpUCTyBadyaM CHUCTEMM Ta IMEPEeBipaTH KJIOUOBMIM IMCK 11O Yac BXOOy
no Windows 3anexarh piBHI HaJaHHS CHUCTEMOIO TOCHyr Oesmeku ,IneHTHdikamis Ta
aBTeHTUdiKaMisa” 1 ,,JlocToBipHU KaHa. BiAmoBiaHI BIIOMOCTI TaKOX HaBeIEHI B TaOJIHIIi
3.2.
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Ta6mums 3.2 — [IpaBuna BUKOPUCTAHHS KIIFOYOBHUX JTMCKIB

[TapameTp, nmpaBuiIo 3HaYCHHsI MapaMeTpiB, HAIBHICTh MTpaBUja
03BOJIATH BX1x 10 Windows TinbKu . .

A A Hi Hi Tak Tak Tak Tak Tak
KOPUCTYBadyaM CHCTEMH
[lepeBipsTy KIIFOYOBUI TUCK ITi1 Yac ; ; ) )

PeBIp . o a Hi Hi Hi Hi Tak Tak Tak
Bxoay 10 Windows
[lepeBipsaTy KIIFOYOBHI TUCK II1J Yac ; ; . . ) )

PEBIp . o A Hi Hi Hi Hi Hi Hi Tak
pob6otn y Windows
KirouoBuii [ucK HEOOX1THAN JUIS
Bxoy 10 Windows Ta po3010KyBaHHS - - + + + + +

KOMIT I0TEpa

KirrouoBuii quck HEOOX1qHUM i yac
pobotu y Windows

PiBeHp HagmaHHS OCITYTH

. e HU-1 | HU-1 | HU-2 | HU-2 | HU-3 | HU-3 | HU-3
.IeHTHdIKaIlisa Ta aBTeHTH]IKaIis

PiBenb HagaHHS MOCTYTH

ocTosiprnii Kanar” |- HK-1 | HK-1 | HK-1 | HK-1 | HK-1

3.2 O6’eKTn 3axmucTy

Cuctema JIO3A-1 no3Bosise 3axUCTUTH 1HPOpPMAIIiO, sIKA MICTUTBCSI B TaKUX
00’eKxTax:

1) ba3u gokymeHTiB.

2) JlokymeHTH.

3) [ani 3axucry:

— 0aza jgaHuX 3axHcTy (Mepernik KOPUCTYBadiB 3 iXHIMU aTpuOyTaMu IOCTYMy Ta
JAHUMH, HEOOX1THUMH JIJIs1 aBTCHTH( IKaIli1);

— KypHaJ 3aXUCTY;

— MapaMmeTpu KOHQIrypaii CucTemu;

— ONepaTHBHI JIaHi PO pOoOOTY CUCTEMH.

3.2.1 ba3u dokymeHmie

Y cucremi 0OpOOJAIOTHCA JOKYMEHTH JBOX BHJIB: TEKCTOBI JOKYMEHTH Ta
enekTpoHH1 Tabmuni. JlokymeHTH 30epiratoTbcsi B 0azax AOKyMEHTIB. B oaHiil 6a31 MOXYTb
30epiratuch 10KyMEHTH 000X BHUIB. YcepeauHi 0a3u JOKYMEHTH MOXYTh OyTH pO3IOALIEH]
10 TarKax.

Jdns  xoxxkHOi  0a3sw  BCTAHOBIIOEThCS ~ MPHUHIUI ~ KepyBaHHS  JTOCTYIIOM —
aJMiHICTpaTUBHE a00 JOBipYe KepyBaHHS (Jajl 3aJyIsl CTUCIOCTI BUKOPUCTOBYIOThCS TEPMIHU
“anMiHicTpaTHBHI 0a31” Ta “noBipyi 0azu”).

3.2.1.1 ATpudyTu 6a3u

Koxna 0a3a JOKyMeHTiB Mae arpuOyrw, mnepemideHi B Tabmmmi 3.3. Ilowyatkosi
3HAa4YeHHS aTpuOYTIB BCTAHOBIIIOIOTHCS MiJ1 Yac il CTBOPEHHS.

Tabmuus 3.3 — ATpuOyTtu 06a3u JOKYMEHTIB

Ha3Ba [TosicHeHHs [TouaTkoBe 3HAUEHHS
Ha3sa JloBUIbHUI PSAOK (AOBXKHHA Bxkasye xopuctyBay, sikuii
Ha3BU HE OOMEKYETHCS) CTBOpIOE Oa3y
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Ha3Ba [TosicHeHHs [TouarkoBe 3HaUEHHS
[TpuHnun Moske npuiiMaTH 1Ba 3HAYEHHS: | 3HAYEHHS BCTAHOBIKOETHCSA
KepyBaHHA AdminicmpamueHe KepysaHHs Ta aBTOMATUYHO 1 HE MOXe OyTH
JOCTYIIOM Losipye kepysaHHsi sminene (1. 3.2.1.7)

BnacHuk 36epiraetscst SID BnacHuka 6asu | KopuctyBau, sikuii cTBOproe 6azy
MakcumanbHu 3HavYeHHS OOUPAETHCS 3 TAKOTO Bxkasye kopuctyBau, sikuit
PIBEHb JIOCTYITY TIePEITIKY: CTBOpIOE 0a3y
JIOKYMEHTIB — Iizkom TaeMHO;
— Taemno;
— Jns cimy»x6oBoro
KOPHUCTYBaHHS;
— Bigkpura indopmartis
3HaueHHS! OOMEXKYEThCS
MOJIITUKOIO TOKYMEHTIB
(m 3.2.1.8)
MinimanbHHA _— _—
piBEHB JAOCTYIY
JIOKYMEHTIB
Cnucoxk gocrymy n. 3.2.1.5 KopucryBauy BracHuk
BCTAHOBIIIOEThCA [TosHuUli docmyn
(m. 3.2.1.4)
Cnucoxk aynura n. 3.2.1.5 Jns rpynu Bei BCTAHOBITIOETHCS
ayJuT BiIMOB JJIs BCIX BUIB
JOCTYITY Ta ayJUT YCIIXiB JIJIs
TakuX BUIIB gocTymy (1. 3.2.1.4):
— CTBOPEHHS JOKYMEHTIB;
— 3aIuc;
— KepyBaHHS JOCTYIIOM
Cnucoxk gocrymy n. 3.2.1.6 Jlis noBipuux 6a3 KOpUCTyBauy
I I[OKy'MeHTiB BnacHuk BCTAaHOBIIHOETHCS [TosHuli
docmyn. JInst anMiHICTpaTUBHUX
0a3 KopucTyBauy BracHuk
BCTaHOBIIIOIOTHCS I03BOJIM HA TaKi
BUJIU JIOCTYILY: KOpu2y8aHHsl, OpyK
ma ekcriopm (1. 3.2.2.2)
Cnucok ayqura st | . 3.2.1.6 Jns rpynu Bei BCTAHOBIIIOETHCS

JIOKYMEHTIB

ayJuT BIIMOB JJIs BCIX BUIB
JOCTYIY Ta ayAUT YCHIiXiB JUIs
TakuX BUIIB AocTymy (1. 3.2.2.2):

— JIPYK Ta eKCIOpT;

— 3aIKuC BJIACHHKA,

— 3ammc piBHSA AOCTYIY;

— 3aMmc CIUCKY JOCTYILY;

— 3ammc CIUCKY ayauTa
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Hassa TlosicHeHHs IToyaTtkoBe 3HaUEeHHA

[Tepemix HonatkoBi atpuOyTH, siki MatoTh | [ToposkHiii mepeik
IOJAaTKOBUX JIOKYMEHTH 0a3u, Ta 1MOoB’s3aHi 13
aTpuOyTiB [IMMH aTpUOyTaMHU B1JIOMOCTI

(m. 3.2.2.1).
[Ticns cTBOpeHHS 0a3u 3HAYCHHS
aTpuOyTa HEe MOXKe OYTH 3MiHEHE

3.2.1.2 loBigHMK THUNIB JOKYMEHTIB

Koxna 0a3a JOKYMEHTIB MOKE€ MaTH CBii JOBITHUK THITIB JOKYMEHTIB — MEPEIIiK
MO>KJIUBUX THITIB JJOKYMEHTIB (TOOTO MOXXJIMBUX 3HAYCHb aTpuOyTa Tun AJI1 TOKYMEHTIB 0a3u
(m. 3.2.2.1)). Lle#t mOBIAHMK MOKE MICTHTH, HaIpPHKIAA, €IeMEHTH Jlucm, Hakas, [orosidb
1T.1H. Ilix gac cTBopeHHs 0a3u JOBIIHHK CTBOPIOETHCS MOPOKHIM. 3r0JIOM KOPHUCTYBad i3
BIJIMIOBITHIMH TIOBHOBO)KEHHSIMH MOXE HOT0 KOPUTYBAaTH — JIOJABaTH, BUAAIATH Ta
3MIHIOBATH 3aMUCH B IOBITHUKY.

3.2.1.3 BaacHuk 0a3u

Brnacuukom 0a3u crae KOpHucCTyBay, SIKUAM CTBOpPIOE 633}7.

BriacHukom noBipuoi 0a3u Moke OyTH JIMIIEe 3BUYAMHUN KOPHCTYBay, BIIACHUKOM
aZMiHICTpaTUBHOI Oa3u — JHIie aaMiHicTparop mokymeHTis (1. 3.2.1.7).

3.2.1.4 Buau nocryny a0 6a3

Po3pi3Ha0Th 6a30Bi Ta CKJIa€HI BUAM AOCTyNy. Y Tabnuii 3.4 HaBe[CHI BU3HAUYECH] B
cuctemi 0a30Bi BUJU JAOCTYIY A0 0a3 JOKYMEHTIB Ta HEOOX1AH1 MOsSCHEHHS.

Tabmuns 3.4 — bazoBi BUau A0CTymy A0 06a3 TOKYMEHTIB

Bug nocryny

IlosacHenHs

YuraHHs aTpuOyTiB

Yuranus atpubyTiB 0azu

YuTaHHg JOBIIHUKIB

Yura"HHsg JOBIAHUKIB 0a3u

YuTaHHS COUCKY TOKYMEHTIB

UwuTaHHA Nepeniky namnok 0a3u, CIUCKY
JOKYMEHTIB B KO>KHIH Mmariii, BCiX
CTaH/IapTHHX Ta JIOAATKOBHUX aTpUOYTiB
JIOKYMEHTIB, @ TaKOX PIBHSI IOCTYITY KOKHOTO
JOKYMEHTa

CTBOpCHHSI IHarokK

Bunanenns nanok

IlepeiiMeHyBaHHS NANIOK

CTBOpEeHHSs IOKYMEHTIB

KopuryBanHs TOBiIHHKA THUITIB IOKYMEHTIB

Bunanenns/kopuryBaHHs/10/1aBaHHS 3aMHCIB
B JIOBIJTHUKY THITIB JOKYMEHTIB

3amnuc atpuOyTiB

3amnuc atpulyTiB 6a3u, KpiM aTpuOyTiB
BnacHuk, Criucok docmyry ta Criucok ayduma

3aric BIacHUKaA

3anuc COucKy JOCTyIy

3anuc CIuCKy ayuTa

IlepeitmenyBaHHs
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Bug nocryny IMosicHeHHs

Bunanenns

Jlnst 3pydHOCTI KEpyBaHHS JIOCTYIIOM BH3HAUYAIOTHCS HaBENIEHI B TaOnuIl 3.5 ckianeHi
BUJIM JIOCTYITY, KOXHHI 3 IKHX € TIOE€HAHHSM JICKIJTbKOX 0a30BUX BHIIB JIOCTYITY.

Ta6mums 3.5 — CxinaaeHi BUAU JOCTYITY 10 0a3 JOKYMEHTIB

Bung nocryny CxiragoBi

YuranHs — UYwuranus atpuOyTiB;
— YuTaHHA TOBIIHHKIB;,
— YuTaHHS CIHCKY IOKYMCHTIB

3ammc — CTBOpEHHS MAIoK;

— BwupganeHHs manok;

— llepeliMeHyBaHHS MaMoK;

— KopuryBanss 10BiAHHKA THUITIB TOKYMEHTIB;
— 3anuc atpubyTiB;

— IlepeliMeHyBaHHS;

— Bupanenuns

KopuryBanns — Yuranus atpulyTiB;

— YuTaHHA TOBIIHHKIB;

— YuTtaHHS CIUCKY JOKYMEHTIB ;

— CTBOpEHHS NAIOK;

— BunaneHHs namok;

— IlepeiiMenyBaHHS MAaMNoK ;

— KopuryBanss 10BiAHHKA THUITIB TOKYMEHTIB;
— 3anuc atpulyTiB;

— IlepeliMeHyBaHHs;

— Bwunanennsa

KopuryBanHs narnok — CrBOpEHHA Nanok;
— Bupnanenns namnok;
— IlepeliMeHyBaHHs MaIoOK

CTBOpEHHS TOKYMEHTIB — CTBOpEHHSI JOKYMEHTIB

KepyBanHus goctymnom — YwuTaHHs aTpUOYTIB;

— YyTaHHA TOBIIHHKIB;

— YuTaHHS COIUCKY JOKYMEHTIB;
— 3amnuc BIACHHKA,

— 3amwc piBHA JOCTYIY;

— 3anmc CIUCKY JOCTYILY;

— 3ammc CIUCKy ayuTa
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Buna noctymy Cxiragosi

[ToBHMI noCcTYyN — Uwuranus atpuOyTiB;

— YuTaHHA TOBIIHHKIB;

— YurtaHHS COUCKY JOKYMEHTIB ;
— CTBOpEHHS MAaMNoK;

— BwupganeHHs manok;

— llepeliMeHyBaHHS MaMoK;
— CTBOpEHHS I0KYMEHTIB;
— KopuryBaHHs 1OBIAHUKIB;
— 3amnuc aTpuOyTiB;

— llepeliMmenyBaHHS;

— Bwupanenus;

— 3anmnc BIIaCHUKA,

— 3amnuc piBHA JOCTYILY;

— 3ammc CIUCKY JOCTYILY;

— 3ammc CIUCKY ayuTa

3.2.1.5 Cnucok 10CcTymy i CHHCOK ayauTa

Cnucok poctymy 6a3u CKJIaJa€eThes 13 ABOX YaCTHUH — MEpeiKy 3a00pOH JOCTYyIy Ta
nepesiky 103BOJIIB Ha JOCTYI. EleMeHT KOXKHOTO 13 IUX MepeiKiB Mae TaKui BUTIIS;

<kopucTyBau abo rpymna> — <BUJ JOCTYILy>.
Bunu noctyny no 6a3 HaBeneHi B 1. 3.2.1.4.

Crmcok ayanuTa 0asu — e nepeniK, KOXHHMU €JIEMEHT SKOTO0 BCTAaHOBIIIOE ayauT
MNEBHOI'O BUAY AOCTYILY 1O 0a3u. EnxeMeHTH NONITUKHA MalOTh TaKUi BUTIJIAA:

<KopHcTyBau abo rpymna> — <BUJ JOCTYIY> — <BHJHU ayIuTa>.

[Tone Budu ayduma Moke TMpuMaTH 3Ha4YeHHS Ayoum ycnixig, Aydum eidmoe abo
MICTHUTH OOMIBA Il 3HAYCHHS.

AynuT monii s AoBipuMx 0a3 Moxe OyTH 3a00pOHEHUH MONITUKOI JTOKYMEHTIB
(m. 3.2.1.8).

3.2.1.6 Cnucok goctymy AJsl JOKYMEHTIB i CIIMCOK ayUTAa VIl JOKYMEHTIB

ATtpubytu Crnucok Oocmyny 0nsi Odokymenmie 1 Cnucok ayduma Onsi OoKymeHmie
BU3HAYAIOTH CIIUCKH, SIKi YCIIaAKOBYIOTHCSI i/l 4aC CTBOPEHHSI JOKYMEHTIB y 0as3i (1. 3.2.2.3).

Cnucok moCTymy JUIsl TOKYMEHTIB CKJIAJA€ThCsl 13 TBOX YAaCTUH — MEperiKy 3a00poH
JOCTYIy Ta MEpemNiKy J03BOJiB Ha AOCTYM. EJIeMEeHT KOXXHOTO 13 IHX MepeniKiB Mae Takui
BUTJISII:

<KOpHUCTYyBau a00 rpymna> — <BUJ JOCTYITy>.
Bunu nocrtymy 10 TOKyMeHTiB HaBeeHi B 1. 3.2.2.2.

Crucok ayauTa I ,Z[OI(YMCHTiB — e HepeJ’IiK, KOXKHUU €JIEMEHT SIKOI'O BCTaHOBJIIOE
AyauT IICBHOT'O BUAY NOCTYIY 10 ,Z[OI(YMCHTiB. EneMeHTH MOITHKY MalOTh TaKUi BUIJIAA:

<KOpHUCTyBau abo rpyna> — <BUJ IOCTYITy> — <BHJH ayIuTa>.

[Tone Budu ayduma Moke mpuiiMaTH 3HauYeHHS Aydum ycnixie, Aydum eidmoe abo
MICTUTH OOM/IBA 11 3HAYCHHSI.
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Aymuat monid mms 1oBipuux 0a3 Mo)ke OyTH BIIKIIOYEHHH TOJIITHKOI JOKYMCHTIB
(m. 3.2.1.8)

3.2.1.7 CTtBOopenHs 0a3

baza noxkymeHTIB MOXe OyTH CTBOpEHA aJIMiHICTPaTOPOM JOKYMEHTIB a00 3BUYAHUM
KOPHCTYBA4EM.

[TpuHIMN KepyBaHHS JOCTYIOM Jisi 0a3u TOKYMEHTIB aBTOMAaTHYHO BCTaHOBITIOETHCS
i 9ac ii CTBOpEHHS 1 He MOXe OyTH 3MiHeHUH. BiH BU3HAYA€THCS 32 TAKUM TTPABUIIOM.

S0 KOpUCTYBayeBl, KU CTBOPIOE 0a3y, BCTAHOBJIEHA POJIb 38uyaliHull Kopucmyead,
JUTSL He BCTAaHOBIIIOETHCA TOBIpYE KEPYBAHHS JIOCTYIIOM.

Skmo 6a3y CTBOpIOE KOPHUCTYyBad 13 POJUTIO AdmiHicmpamop AokymeHmig, Uisi Hel
BCTaHOBIIIOETHCS aJAMIHICTPATUBHE KEPYBAHHS JOCTYIIOM.

3.2.1.8 [oaiTuKa TOKYMEHTIB

PoGota 3 mokymMeHTaMu perjiaMeHTYEThCS JCKIIbKOMa IapameTpamMu KoHiryparii
CUCTEMH, SIKI YTBOPIOIOTH mronimuky OokymeHmie. Lli mapameTpu 1 HEOOXiJHI MOSICHEHHS
HaBeJneHl B Ta0nui 3.6.

Tabmuns 3.6 — [oniTuka JOKYMEHTIB

Hasga [Hosicnenus
OOMmesxeHHs i Skuio uei napaMeTp Mae 3Ha4eHHsI Tak, KOPUCTYBaudy 3 POJLIIO
ajMiHicTpaTopa AdmiHicmpamop AoKymeHmig TIiJ1 4ac poOOTH 3 aJIMIHICTPATHBHUMH
JIOKYMEHTIB 0a3amMu HEe HAJAIOThCS J03BOJIM HA TaKi BUJIU AOCTYITY:

JOCTYII 10 0a3 JOKYMEHTIB:
— CTBOPCHHS JIOKYMEHTIB;

AOCTYII 1O ,Z[OKYMSHTiBI
— 3almc BMiCTy AOKYMCHTA,
— 3aIlliuC CTaHAApPTHUX Ta JOAATKOBUX anI/I6YTiB;

— BUJIAJICHHS,
— JpYK;
— EeKCIopT
MaxkcuManbHHHA 3HaueHHS OOMPAETHCS 3 TAKOTO MEPETIKY:
piBEHB JAOCTYIY — Iimkom TaeMHO;
JIOKYMEHTIB — Taemuo;

Jnst ciry00BOTO KOPUCTYBaHHS;
— Bingkpura inpopmaris.

3HaveHHs 1O MapameTpa oOMexye BUOip 3HauUeHHs aTpulyTa
0a3u MakcumarbHul pieeHb docmyry OOKyMeHmie.

Jo3BonsaTu cTBOpeHHs | Moske mpuiiMaTy 3Ha4eHHs Tak Ta Hi.
JoBipuMx 0a3 3HavyeHHs Hi 03Hauae, 1110 B CUCTEMI HE MOXKYTh CTBOPIOBAaTHUChH
JI0Bipui 6a3u
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Hassa TlosicueHH

MakcumanbHUH 3nadeHHs i1 KoHpirypaii ,,CtaniapTHa O6e3reka’” oOupaeThes 3
PIBEHb JIOCTYITY JIJISt TaKoro Mepeiiky:
JOBIpUMX 0a3 — Ilinkom TaemHo;

— Taemno;

— Jlnst cimyk00BOTO KOPUCTYBaHHS,
— Bingkpura indopmarris.

st kondiryparii ,,[linBumiena 6e3neka” e mapamerp Mae
3HAYCHHS Bidkpuma iHgpopmayisi, Ike He MOXKe OyTH 3MIHEHE.

3HadeHHs [IbOTO MapaMeTpa 0OMexXye BUOIp 3HAYCHHS aTpuOyTa
0a3u MakcumaribHul pigeHb docmyny OoKyMeHmie JJIs BCIX TOBIPYMX

0a3
PeectpyBaru moii Bxkazye, un 3MIHCHIOETBCS PEECTpALIis TOIIN IS TOBIpUnX 6a3
JUIsL TOBipunX 6a3
[Tpumycose Skuro uei napaMeTp Mae 3Ha4eHHsI Tak, MiJ 4ac APYKY TOKYMEHTIB
MapKyBaHHS 13 piBHEM nocryny Llinkom maemHo, TaemHo Ta [ns criyx608020
JIOKYMEHTIB TIepeT KopucmyeaHHs 10 TEKCTY TOKyMEHTa aBTOMaTUYHO J0AA€ThCs Tpud
JIPYKOM CEKPETHOCTI T0KyMeHTa (y mpaBoMy BepxHbOMY KyTi). Kpim Toro,

JUISL TOKYMEHTIB 13 PiBHAMU JOCTYIY Ljinkom maemHo Ta TaeMHO
KOPHCTYBa4 OTPUMYE MOKIJIMBICTh BKa3aTH JI0JIATKOBI PEKBI3UTH
JIOKyMEHTa — HOMEep MPUMIpHUKA, JIiTep Ta 00JIKOBUI HOMEp, — SIKi
TaKOK OyJlyTh BHECEHI /IO TEKCTY JOKYMEHTA.

[1ig yac excnopTy JOKYMEHTIB 13 piBHEM JOCTYIY Llinkom maemHo,
Taemro Ta [ns cryx608020 KopucmyeaHHs TpU( CeKpeTHOCTI
JIOJIA€THCS 10 TEKCTY JIOKYMEHTA 3aBXK/IH, HE3aJIC)KHO BiJI 3HAYCHHS
rnapamerpa.

3.2.2 JokymeHmu
3.2.2.1 ATpudGyTH 10KYMEHTIB

KoxHnuil 1okymeHT Mae HU3KY aTpuOyTiB. ATpuOYTH NOIUISIOTHCA Ha CTaHAApTHI,
JIOJJaTKOBI Ta aTpUOyTH IOCTYIIY.

VY tabmumi 3.7 neperniueHi cTaHIapTHI aTpuOyTH JOKYMEHTA i BKa3aHi iXHI MOYaTKOBI
3HAYEHHS.

Tabmuns 3.7 — CtangapTHi aTpuOyTH JTOKYMEHTA

Hasga ITosicHeHHs [ToyaTkoBe 3HaYEHHS
Hasga JIOBUIbHUH PSIIOK (AOBKUHA HA3BU HE Bxkasye xopucryBay, sIkni
00OMEXKYETHCSI) CTBOPIOE JOKYMEHT
Bun Mo:xe npuiiMaTH 1Ba 3HAYEHHS: “
Tekcmosuti doKkymeHm Ta EfieKmpoHHa
mabnuus
Tun [lepenik TUIIB TOKYMEHTIB BU3HAYAETHCS —

JIOBIIHUKOM 0a3u IOKYMEHTIB

Tinbku ans untanHsg | Moxe npuiiMaTH 1Ba 3HaUeHHS: Tak, Hi —

KirouoBi ciioBa Ta JloBUTbHA KUTBKICTh PSAKIB TOBUTBHOT S S —
BHUpa3H JOBXAHU

KomenTap JloBiTbHUM TEKCT T
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HazBa IToscuenus ITouaTkoBe 3HAUEHHSA
Kon VHikanpHUN y MeKax 0a3u JOKYMEHTIB Bcranosiaroerses
KOJI, SKUH CKJIAJA€THCS 3 BOCBMU aBTOMAaTHYHO

JECATKOBUX HHUGP

Yac CTBOPCHHA [[aTa Ta 9aC CTBOPCHHA NTOKYMCHTA

Yac ocTaHHBOT'O
KOPHUTYBaHHS

[[aTa Ta 9aC OCTaHHbOI'O KOPUT'YBAHHA
JOKYMCHTA

ATpuOyTH Bud Ta KoO BCTAaHOBJIOIOTHCS pa3 1 Ha3aBXKIH, IXHI 3HAYEHHS HE MOXYTh
OyTH 3MiHEHI.

ATpubyTn Yac cmeopeHHsi Ta Yac ocmaHHb020 Kopuzy8aHHs BEIyThCS aBTOMATHYHO,
iXHI 3HAYEHHS HE MOKYTh OyTH 3MIHEHI BPYUHY.

OKpiM cTaHIAPTHUX aTPUOYTIB, AT KOXKHOT 0a3u TOKYMEHTIB MOKe OyTH BH3HA4YCHa
JIOBIJTbHA KUIBKICTh JOJATKOBUX aTpUOYTIB, HANpPUKIAN, BudasHuk, [ama 3ameepOxeHHs,
YcmaHoea, sika 3ameepduna OokymeHm 1 T. 1H. JIJIS KOXXHOTO JIOAATKOBOTO aTpuOyTa
BCTaHOBIIIOIOTHCS iM’A Ta mun. Tunm mogatkoBoro arpudyra Moxe HaOyBaTH TakuX 3HAYCHb:
uine 4ucro, psidok, dama, dama/vac.

[lepenik gomaTkoBUX aTpuOYTIB BCTAHOBIIOETHCS TMiJI 4Yac CTBOpPEHHS 0Oasu
JIOKYMEHTIB 1 HE MOXe OyTH 3MIHEHHH.

Tabmuns 3.8 MicTuTh aTpuOyTH AOCTYITY JOKYMEHTA 1 IXHI MOYaTKOBI 3HAYEHHSI.

Tabmuns 3.8 — ATpubyTu 10CTYny JOKYMEHTa

HazBa

IlosacHenHs

ITouaTkoBe 3HaUEHHS

Bnacauk

30epiraetscs SID BnacHMKa JOKyMEHTa

BcranoBntoethsces
aBTOMaTUYHO. BnacHukoM crtae
KOpHucCTyBay, KM CTBOpHB
JOKYMCHT

PiBeHs nocrymy

3HayeHHs 00MPAETHCS 3 TAKOTO
HepeiKy:
[{ikOM TaeEMHO;
TaemHoO;

— Jlns cimy)00BOr0 KOPUCTYBaHHS;

— Binkpura iHpopmaris
[epenik oOMexyeTbest aTpudyTamu 0asu
MakcumarnsHuli piseHb docmyry

OokymeHmie Ta MiHiManbHUl pigeHb
docmyny QoKyMeHmig

Bkasye kopucryBay, sskui
CTBOPIOE JOKYMEHT.

3Ha4yeHHs He MOXke OyTu
OLIBIINM, HIXK PIBEHB JIOITYCKY
I[bOT'0 KOPUCTYBaua

Cnucoxk gocrymy

Mae Ty X CTPYKTYypy, 10 U CIIUCOK
JOCTYITy JUIsl TOKYMEHTIB 6a3u
(m 3.2.1.6)

YcnagkoByeTbes Bif 0a3zu
(m 3.2.2.3)

Cnucoxk aynura

Mae Ty X CTpyKTYypy, 10 i CIIUCOK
ay/auTa JUlsl JOKyMeHTiB 6a3u (1. 3.2.1.6)

VYcnankoByeTbes Bij 0a3zu
(m. 3.2.2.3)

3.2.2.2 Buau 1octymy 10 10KyMEHTIB

Po3pizusitoTs 6a30Bi Ta CKIaAeHi BUAM AOCTymy. Y Tabnwumi 3.9 HaBeaeHi 6a30Bi BUIU
JOCTYITY JIO TOKyMEHTIB Ta HEOOX1/IHI MOSICHEHHSI.
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Ta6mums 3.9 — ba3osi BUau 10CTyny 10 TOKYMEHTIB

Bun noctyny TlosicueHHs
Yuranus UnTaHHs BIAaCHE TEKCTY TOKYMEHTA
3amnuc gaHux KopuryBaHHsI TEKCTy TOKyMEHTa, B TOMY

YHUCITi 3aMiHa JJOKyMEHTa (3aMiHa BMICTY
JIOKYMEHTa BMICTOM 1HITIOTO IOKYMEHTA)

3amnmuc CTaHAAPTHUX Ta NOAATKOBUX

aTpuOyTiB

Hpyx

Excnopt 30epexeHHs JOKyMEHTa Y BUTIIsLAI (paitry (Ha
YKOPCTKOMY JMCKY, TUCKET1 UM 1HIIIOMY HOCIT)

Bunanenns

UnraHHs aTpUOYTIB JOCTYILY' Uuranus aTpuOyTiB BracHuk, Crucok

docmyrny, Criucok ayduma

3aruc BIacHUKaA

3amnuc piBHS 10CTYIY

3amnuc CrucKy JOCTyny

3amuc CrucKy ayaura

"Yyranns aTpubyrta PigeHb Oocmyny € CKJIaJ0BOK BHUAY AOCTYIy 1O 0a3u JOKYMEHTIB
YumaHHs criucky OoKymeHmis.

Jns 3pydHOCTI KepyBaHHS JOCTYIIOM BH3HAYalOThCcsl HaBeneHi B Tabmuumi 3.10
CKJIaJICHI BUIU TOCTYITY, KOKHUH 3 SIKUX € MOETHAHHSIM JCKUIBKOX 0a30BHX BUJIIB JJOCTYITY.

Tabmuns 3.10 — CxiazneHi BUau AOCTYIy A0 JOKYMEHTIB

Bua noctyny Cxia0Bi
YuranHs — Ywuranusa
3anuc — 3amuc BMICTY JOKYMEHTA;
— 3ammc cTaHAApTHUX Ta JOAATKOBHUX aTpUOYTIB;
— Bwunanennsa
Kopurysanus — UYwuraHns;

— 3amuc BMICTY JOKYMEHTA;
— 3amuc cTaHlapTHUX Ta J10/1aTKOBUX aTpUOYTIB;

— Bwunanennsa
Apyk Ta ekcropT — Hpyx;

— Excnopr
KopuryBanHs, Ipyk Ta €KCIIOPT — YwuraHHs;

— 3amuc BMiCTy JOKYMEHTA;
— 3ammc cTaHAApTHUX Ta JOAATKOBHUX aTpUOYTIB;
— Bunanenns;

— Hpyx;
— Excnopr

KepyBanus goctynom — UYwuranHs aTpuOyTIB JOCTYIY;
— 3amnuc BIIaCHUKa,

— 3amnwc piBHA JOCTYIY;

— 3anuc CIUCKY JOCTYILY;

— 3amuc CIucKy ayamura

23




Bun noctymy Cxiragosi

[ToBHMI noCcTYyN — YwuraHns;

— UYwranHs aTpuOyTiB 10CTYIY;
— 3amnuc BMICTY JOKYMEHTA;

— 3amnuc cTaHJapTHUX Ta JOJIATKOBUX aTpUOYTIB;
— Bwupanenus;

— Hpyx;

— Excnopr;

— 3anmnc BIIaCHUKA,

— 3amnuc piBHS IOCTYITY;

— 3amnuc CrucKy A0CTYILY;

— 3amnuc CIuCcKy ayauTa

3.2.2.3 YcenaakyBaHHs aTPpUOYTIB 10CTyNy

JIOKyMEHT, SIKUil CTBOPIOETHCS B 0a31, YCIAIKOBYE ii CIIUCOK JOCTYITY JUIsl IOKyMEHTIB
Ta CIIUCOK ayJauTa JJIs JOKYMEHTIB.

YcnaakoByOTBCS TaKOX Ti €JIEMEHTH CIIMCKY JIOCTYITY JUIsi JOKYMEHTIB Ta CIIUCKY
ayauTa A JOKYMEHTIB, fKi MICTATh “BIpTyalbHOr0” KOpHCTyBaua BnacHuk. BinmoBimHi
MIOBHOB)XEHHSI OTPUMYE KOPHCTYBady, SIKMWA CTBOPIOE JOKyMeHT. Iliciis 3MiHM BiacHHMKA IIi
MMOBHOBKEHHS OTPUMA€E HOBUM BJIACHHK.

[Tix yac 3MiHM CIHUCKY JIOCTYIy JUIS JOKYMEHTIB Ta CIHCKY ayJuTa JUisi JOKYMCHTIB
TaKOK 3aCTOCOBYETHCSI MEXaHI3M YCIaIKyBaHHs: KOPUCTYBad, KM 3MIHIOE 1l aTpUOYTH, Ma€
MOJKJIMBICTh BKa3aTH, Ui Tpeba PO3MOBCIOIUTH 3MiHH Ha BCl JOKYMEHTH 0a3u.

3.2.3 faHi 3axucmy

JlaHi 3aXHCTY BKIFOYAIOTh:

— 0a3y nmaHuX 3axucTy (TMepesik KOPHCTYBayiB 3 IXHIMH aTpuOyTaMu AOCTYIY Ta
JTaHUMH, HEOOX1THIUMH JUTsS aBTeHTH]iKaIlii);

— OKypHAJ 3aXHUCTY;

— mapaMeTpu KoH(irypariii CUCTEMH;

— ONepaTHBHI JlaHi MpPO POOOTy cHUCTeMH (IMOTOYHHM CTaH CHUCTEMH, pPe3yJIbTaTh
NEePEeBIPOK LUTICHOCTI TOLIO).

Jns1 3a06e3neueHHss MOXIIMBOCTI TPaHyJIbOBAHOTO KEPYBaHHs JOCTYIIOM JI0 TTapaMeTpiB
KOH(Irypailii BOHU PO3MOJUIECHI Ha TaKl IPYyIH:

— JUCKH 17151 30epiraHHs JOKYMEHTIB;

— JI03BOJIM HA JIOCTYII JIO IaHUX 3aXHUCTY,

— 3a00pOHEHI POrpamy;

—  3axXUIlEeH] ITaKy;

— HeOe3meyHl KOMaHIH,

— TmapameTpH OJIOKyBaHHS JTUCKIB;

— TapaMeTpH BXOJy 10 CHCTEMH;

— TapameTpH KypHaly;

— TapaMeTpH 3aXUCTy JPYKY Ta €KCIOPTY TOKYMEHTIB;

— TapaMeTpH KJIOYOBUX JIUCKIB;

— TapaMeTpH MepeBipKH IUTICHOCTI;

— TapaMeTpH po3MOpSAKY poOOTH;

— Tepernikd mabJIoHIB Ta HaI0Y/I0B;

— TIOJNITHKA ay/INTa;
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— TONITHKA OJIOKYBaHHS OOJIIKOBOTO 3aIHCY;
— TIOJNITHKA TOKYMEHTIB;

— TIOJITHKA MapOJIiB,

— THMYacoBi (haiiu.

CxJuaz KOKHOI rpynu HaBeaeHui y Jlogatky A.

I[J'IH JaHHX 3aXUCTY BU3HAYAIOTHCS ABA BUAU OOCTYITY:
— YUTaHHA,
— 3aIimcC.

J1is oniepaTUBHUX JaHUX MPO POOOTY CUCTEMH 3aruc 03HaYa€ KepyBaHHS CUCTEMOIO, —
1Ie 3MIHU CTaHY CHCTEMH, MPOBEJACHHS IMEPEBIPOK LUIICHOCTI, IPUHHATTS BUSABJICHHUX 3MiH,
00poOKa MOMMIIOK 1 T. iH.

3.3 MpaBuna po3mexyBaHHA AOCTYyNy

JloBipue KepyBaHHS TOCTYIIOM 3aCTOCOBYETHCS JI0 TAKUX 00’ €KTIB:
— 0a3u IOKYMEHTIB 13 IOBIPYMM KEPYBaHHSIM JOCTYIIOM;
— JIOKYMEHTH 3 JIOBIpYUM KEPYBAHHSM JIOCTYIIOM.

AJMiHICTPaTUBHE KEPYBaHHS JIOCTYIIOM 3aCTOCOBYETHCS IO TAKUX 00’ E€KTIB:
— 0a3u IOKYMEHTIB 3 a/IMIHICTPATUBHUM KEPYBaHHSIM JIOCTYIIOM;

— JIOKYMEHTH 3 aJIMiHICTPaTUBHUM KEPYBaHHIM JTOCTYIIOM;

— JIaHi 3aXHUCTYy.

3.3.1 Jlocmyn Ao 6a3 dokymeHmie

3.3.1.1 IPJ nns 6a3 i3 10BipYUM KepyBaHHSAM JA0CTYNOM

[IpamroBaTy 3 HOBipuyMMH 0a3aMu MOXKYTh JIMIIE 3BUYAlHI KOpHCTyBadi. MOXKIUBICTD
JOCTYIYy BU3HAYAETHCS CIIMCKOM JIOCTYITY Oa3H.

KopucrtyBau otpumye noctym g0 0a3u OKYMEHTIB, SKIIO BHUKOHYIOTHCS HaBEICHI
HUKYE YMOBH:

— oMy BCTaHOBJIEHA POJIb 38uyaliHuli Kopucmyead;

— Y CIHCKY AocTtymy 0a3u ilomy abo rpytii, A0 SKOi BiH HAJIEKUTh, HE 3a00POHEHUN
1er 1ocTym (ToOTO KOpHCTyBad abo Tpyla HE BKazaHi B MEpeNiKy 3a00pOH 13 BIAMOBIIHUM
BUJIOM JIOCTYIIY);

— Y CHOHCKY J0CTymy 0a3u Homy abo rpyri, J0 SKOI BIH HaJeXUTh, HAJAHUU leH
noctyn (ToOTO KopucTyBad abo rpyra BKazaHl B MEPENTIKY JA03BOJIB 13 BIAMOBIAHUM BHIOM

JOCTYITY).

Bnacauk 6a3u Mae 0coOOIMBI TOBHOBAYKEHHS 10/I0 AOCTYIY A0 “CBOET” Oa3u.

Skmo kopucTyBad € BIIACHUKOM 0Oa3u 1 HOMY BCTAaHOBJIEHAa pOJib 3suyalHull
Kopucmyeay, BIH OTpUMYE /10 0a3H Takl BUAU JOCTYILY:

— YUTaHHA CIHCKY IOKYMEHTIB;

— 4YMTaHHA aTpUOYTIB;

—  3aIMC BIACHUKA;

—  3aIMC CHHCKY JIOCTYIY;

—  3alMc CIHUCKY ayIuTa.

JonatkoBo, [uisi TOro 1mo0 He BTPATUTH MOXIIMBICTH JIOCTYMY A0 0a3u y BHIAJKY
BIJICYTHOCTI BJIaCHMKA, a TaKOX JUIsl 3a0e3MeueHHs MOXJIMBOCTI peaii3alli aHaJIOTi4yHOro
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JIOJATKOBOTO TIPaBWJIa JOCTYIy 10 JOKyMeHTIB (1. 3.3.2.1) BCTAaHOBIIOETHCA M€ OJIHE
MIPaBHIIO.

KopucryBaui 3 poiutto AdmiHicmpamop 6e3neku OTPUMYIOTh TaKi BUIU JOCTYITY JI0 BCiX
0as:

— YUTaHHA CIHCKY JIOKyMEHTIB,

— 4YUTaHHA aTpUOYTIB;

—  3aImucC BJIACHUKA.

3.3.1.2 TP noist 6a3 i3 aaMiHicTpaTUBHUM KePYBAHHSM JI0CTYIIOM

[IpamroBatit 3 aAMiHICTpaTUBHUM 0Oa3aMd MOXKYTh 3BHYaliHI KOPHUCTyBadi Ta
QJIMIHICTPaTOPH TOKYMEHTIB. MOXKITUBICTD TOCTYITy BU3HAYAETHCS CIICKOM JIOCTYITY Oa3u.

KopuctyBau orpumye noctynm no 06a3u JOKYMEHTIB, SIKIIO BUKOHYIOTHbCA HaBeCHI
HUXKY€ YMOBHU:

— 1OMy BCTaHOBJIEHA pOJIb 3euyaliHuli Kopucmyead abo poyib AdmiHicmpamop
doKymMeHmis,

— y cmHcKy aoctyny 0asu oMy a0o rpyii, A0 sIKO1 BiH HaJeXUTh, HE 3a00pOHEHUN
neit goctymn (ToOTO KOpucTyBau abo rpymna He BKa3aHi B Mepeniky 3a00poH 13 BiAMOBITHUM
BUJIOM JIOCTYIIY);

— Y CHHCKYy foctymy 0a3u iomy abo Tpyrmi, A0 SKOi BiH HAJEKUTh, HAAHUN Lel
noctyn (ToOTO KopucTyBad abo rpymna BKa3aHi B MEpeNiKy 03BOJIB i3 BiIMOBIAHUM BUIOM

JOCTYILY).

BrnacHuk 6a3u Mae 0co0IMBI MOBHOBAKEHHSI 1010 IOCTYILY /10 “‘CBO€i” 6a3u.

SIKII0 KOpHUCTYBa4 € BIIACHMKOM 0a3u 1 HOMYy BCTaHOBIIEHA pOIIb AdMiHicmpamop
dokymeHmie, BIH OTPUMYE 10 0a3U Taki BUJIU AOCTYITY:

— YUTAHHA CHHCKY JIOKyMEHTIB,

— 4YMTaHHA aTpUOYTIB;

— 3aIMC BJIACHHKA;

—  3aIllC CIHUCKY JOCTYIIY;

— 3aIluC CHHUCKY ayJauTa.

Kpim 1iporo, 1u1st aqMiHIiCTpaTUBHUX 0a3 NiIOTh TaKi OOMEKEHHS.

3BHYaiiHI KOPUCTYBadl HE MOXKYTh OTPUMATH TaKi BUIU JAOCTYILY O 0231 JOKYMEHTIB:
— 3anMc aTpuOyTiB;

— IepeiMEeHYyBaHHS;

—  BHJIQJICHHS;

— 3amMc BIACHUKA;

— 3amMc CHHCKY JIOCTYIY;

— 3amMc CHOHMCKY ayIuTa.

SIkmo mapamerp NOMITHKKA AOKyMeHTIB (1. 3.2.1.8) O6mexenHs dnsi adminicmpamopa
dokymeHmie Ma€ 3HAUYEHHS Tak, KOPUCTYyBadi, SKAM BCTAHOBIEHA pOJIb AdmiHicmpamop
dokymeHmie, HE MOXYTh OTPUMATH 10 06a3M JOKYMEHTIB JOCTYIl HA CTBOPEHHS IOKYMEHTIB.
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KopucrtyBaui, sKuM BCTaHOBJEHA pOIb AdmiHicmpamop OokymeHmie Ta POJb
Adminicmpamop 6e3neku abo CucmemHull admiHicmpamop, HE MOXYTh OTpUMaTH A0 Oa3u
JIOKYMEHTIB JJOCTYI Ha CTBOPEHHS IOKYMEHTIB.

Jnst Toro mo6 HE BTPATUTH MOKIMBICTBH JOCTYIY J0 0a3W y BUIAAKY BiACYTHOCTI
BJIACHUKA, BCTAHOBITIOETHCS IIE OJTHE TPABUIIO.

KopucryBaui 3 poutto AdmiHicmpamop 6e3reku OTPUMYIOTh TaKi BUIU JOCTYITY JI0 BCiX
0as:

— YUTaHHA CIHCKY JIOKyMEHTIB,

— 4YUTaHHA aTPUOYTIB;

—  3aImucC BJIACHUKA.

3.3.2 locmyn do doKkymeHmie

[IpaBuna po3mexyBanus gocrymy (IIPJ]) mo nokymeHTa 3amexaTh BiJ TPUHIUITY
KepyBaHHS JOCTYIIOM, BCTAHOBJICHOTO JiJIs 0a3u, y SIKiil MiCTUTBCS JOKYMEHT.

3.3.2.1 TP/ n1s 6a3 i3 10BipYUM KepyBaHHSAM JA0CTYNOM

VY noBipumx 6a3ax MpaIfoBaTH 3 JOKYMEHTaMH MOXYTh JIUIIE 3BUYaliHI KOPHCTYBadi.
MOKIHBICTh TOCTYITy BU3HAYAETHCS CIIMCKOM JIOCTYIY JTOKYMEHTA, OT0 piBHEM JIOCTYITY Ta
piBHEM JIOMTYCKY KOPHCTYBaya.

KopucryBau oTpumye T0CTym 0 JTOKYMEHTA, SKIIO BHKOHYIOTHCS HABEACHI HIDKYC
YMOBH.

— piBEHb JOIMYCKY KOPUCTYBa4a HE HIDKYUH 3a PIBEHD TOCTYITY JIOKYMEHTA;

— oMy BCTaHOBJIEHA POJIb 38uyaliHuli Kopucmyead;

— Y CHHUCKYy JOCTYIy IOKyMEHTa HoMmy a0o Tpymmi, OO sKOi BiH HAaJCKHUTh, HE
3a00poHeHM el AocTyn (ToOTO KOpHCTyBad abo rpyrna He BKa3aHi B IeperiKy 3a00poH i3
BiJITOBITHAM BHJIOM JIOCTYITY);

— Y CHHUCKY JOCTYIy JOKyMEHTa oMy abo TpyIli, 10 AKOi BiH HAJCKHUTh, HATaAHUN
ner goctyn (ToOTO KopucTyBau abo Tpyma BKa3zaHi B TEPENIKY JI03BOJIB 13 BIAMOBIIHUM
BUJIOM JIOCTYILY).

BrnacHuk nokymMeHTa Mae 0cCOOJIMBI TMOBHOB@)XEHHS WIOJ0 JOCTYIy JO ‘‘CBOIX”
JIOKYMEHTIB.

ko kKopucTyBaueBl BCTAaHOBJIEHA pOJIb 38uvaliHull kopucmysay, BIH € BIACHUKOM
JIOKYMEHTA 1 HOro piBeHb JIOMYCKY HEe HU)KUUH 32 PIBEHb JOCTYIY JOKYMEHTA, BIH OTPUMYE J10
JIOKYMEHTa TaKl BUAU JOCTYIIY:

— 4YMTaHHA aTpUOyTIB JOCTYILY;

—  3aIMC BIACHUKA;

— 3aIuc piBHSA JOCTYIY;

—  3aIMC CHHCKY JOCTYILY;

—  3alMc CIHUCKY ayIuTa.

JonatkoBo, aisi TOro 1mo0 HE BTPATUTH MOXKIMBICTH JOCTYIY A0 JOKYMEHTa Y
BUITAJIKY BiJICYTHOCTI BJIACHUKA, BCTAHOBITIOETHCS III€ OJTHE TTPABUIIO.

KopuctyBaui 3 posto AdmiHicmpamop 6e3neku OTPUMYIOTh Takl BUIU AOCTYITY JIO BCiX
JIOKYMEHTIB:

— 4YMUTaHHA aTpUOyTIB JOCTYILY;

—  3amucC BIACHUKA.
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3.3.2.2 1P noist 6a3 i3 aaMiHicTPAaTUBHUM KePYBaHHSAM JI0CTYIIOM

B amMinicTpatuBHuX 0a3ax TmpaioBaTH 3 JOKYMEHTaMH MOXKYTh 3BHYaliHI
KOPHUCTYBadi Ta aJIMiHICTPATOPH JTOKYMEHTIB. MOXJIMBICTD TOCTYITy BH3HAYAE€THCS CIHHCKOM
JOCTYIy JJOKYMEHTA, HOTO PIBHEM JIOCTYITy Ta PIBHEM JIOIYCKY KOPHCTyBa4a. AJMiHICTpaTop
JIOKYMCHTIB, SIKHA € BIIACHUKOM 0a3H, 3aBKIH Ma€ MMPaBO KEPyBaTH JOCTYIIOM IO JOKYMEHTa
(He3aJIeKHO BiJI CIIMCKY JOCTYIy JOoKyMeHTa). Kpim Toro, B agmiHiCTpaTUBHHUX 0a3ax IilOTh
JIesIKl JTOJaTKOBI OOMEXKEHHs, 30KpeMa, 3BHYAiHI KOPUCTyBadl HE MaloTh IIpaBa KEpyBaTu
JIOCTYIIOM JIO IOKYMEHTIB.

KopucrtyBau oTpumye m0CTyn 10 JTOKYMEHTA, SIKIIO BUKOHYIOTHCS HaBEICHI HIDKYE
YMOBH.

— piBEHb JIONMYCKY KOPUCTYBaua HE HUKYHH 3a PiBEHb JOCTYIYy JOKYMEHTA.

— 1HOMy BCTaHOBJIEHA pOJIb 3euyalHuli Kopucmyeay ab0 HOMY BCTAaHOBJICHA POJIb
AdmiHicmpamop OokymeHmig 1 HE BCTAHOBIICHI poJli Adminicmpamop 6e3neku Ta CucmemHuli
admiHicmpamop;

— Y CHHCKY JOCTyIly IOKyMEHTa oMy abo rpymi, IO $KOi BiH HaJeXUTh, HE
3a00poHEeHHH el nocTyn (TOOTO KopucTyBau abo rpyna He BKa3zaHl B Mepeniky 3a00poH i3
BiJIOBIIHUM BHJIOM JIOCTYILY);

— Yy CIIUCKY JOCTYIy TOKyMEHTa oMy abo rpymi, A0 sKoi BiH HaJeKWUTb, HaJaHUN
el moctyn (ToOTO KOpUCTyBad abo rpyma BKasaHi B MEpENiKy J03BOJIIB 13 BiAMOBITHUM
BUJIOM JIOCTYILY).

S0 KopucTyBad € BIACHUKOM 0a3u, y SKIA MICTUTBCA JTOKYMEHT, 1 HOMY
BCTAHOBJIEHA pPOIIb AdMiHicmpamop OoKymeHmig, BIH OTPUMY€E [0 JOKYMEHTa Taki BUIU
JOCTYIYy:

— 4YHUTaHHA aTpUOYTIB JOCTYILY;

— 3alMc BJIACHUKA,

—  3amMc piBHS JOCTYILY;

— 3amMc CHHCKY JIOCTYIY;

— 3amMc CHOHMCKY ayIuTa.

JlonaTtkoBo, 11 aIMiHICTpaTUBHUX 0a3 J1I0Th TaKi 0OMEXEHHS.

3BHYaiiHi KOPUCTYBadl MOXKYTh OTPUMATH BC1 BUJH JIOCTYITY, KPIM TaKUX:
— YHUTaHHA aTpUOYTIB JOCTYITY;

— 3amMc BIACHUKA;

— 3amMc piBHA JOCTYILY;

— 3amMc CHHCKY JIOCTYIY;

— 3amMc CHOHMCKY ayluTa.

SIkmio mapametp MoNiTHKU JOoKyMeHTIiB (1. 3.2.1.8) O6mexenHs: dns admiHicmpamopa
dokymeHmie Ma€ 3HAUYEHHS Tak, KOPUCTYyBadi, SIKHM BCTAHOBJIEHAa pOJIb AdmiHicmpamop
dokymeHmie, HE MOKYTh OTPHUMATH TaKi BUAU JOCTYMY (BCi BUJHM JOCTYIy, KpIM YMTaHHS Ta
KEpYBaHHS JJOCTYIIOM):

—  3amMc BMICTY IOKYMEHTA;

— 3amnMc CTaHJApTHHUX Ta JOJATKOBUX aTpHOYTIB;

— BHUIAJICHHS,

—  JpyK;

— CKCIOpT.
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KopucrtyBaui, sKuM BCTaHOBJCHA pOJIb AdmiHicmpamop OokymeHmie Ta POJb
Adminicmpamop 6e3neku abo CucmemHull admiHicmpamop, HE MOXYTh OTPUMAaTH TaKi BHIU
JIocTymy (BCl BUAM JIOCTYITY, KPIM YATAaHHS Ta KEPYBaHHS JJOCTYIIOM):

— 3aIluc BMICTY JOKYMEHTA;

— 3aIllC CTaHJAPTHUX Ta JI0JIaTKOBUX aTpUOYTIB;

— BUJAJCHHI;

— JpYyK;
—  EKCIIOpT.

3.3.2.3 lonaTkoBi npaBuJia 3iliCHeHHsI IPYKY Ta eKCMOPTY JOKYMEHTIiB

Jlis BUKOHAHHSI BUMOT JI0 €KCIOPTY Ta APYKY NOKYMEHTIB y CHUCTeMi AIIOTh TaKi
IpaBHJIa, SIKI CTOCYIOThCS 0a3 13 OyAb-KUM MPUHIUIIOM KEPyBaHHS JOCTYIIOM.

Slkimo OKyMEHT Mae piBeHb JOCTymy TaemHo abo LlinkoMm maemHo 1 TiapameTp
KOH(Irypamii 3axmimaTyy OpyK LOOKYMEHT1B IapoJieM Ma€ 3HA4eHHs Tak, KOpUCTyBau
OTPUMYE JIOCTYI Ha IPYK JOKYMEHTA JIUIIIC 32 YMOBU BBEJICHHS MAPOIIIO HA JPYK.

SIKIIO JOKYMEHT Mae€ piBeHb JOCTYyIy TaemHo abo Ljimkom maemHo 1 TlapameTp
KOH(QIrypamii 3axumaTy eKCIOPT HNOKYMEHT1B [apoJieM Ma€ 3HadeHHS Tak,
KOPUCTYBa4 OTPUMYE JOCTYI Ha €KCIIOPT JOKYMEHTA JIMIIIE 32 YMOBHU BBEJCHHS MApOJIIO Ha
EKCITOPT.

HeoOxiaHicTh BBECHHS MapoJto 3a0e3neuye MPUCYTHICTD M1l Yac IPYKY YU €KCIIOPTY
YIIOBHOBaXXEHOI 0COOH.

Jlis 30epiraHHsi MapojiiB BUKOPUCTOBYIOTBCS MapaMeTpH I[1apoJib Ha EKCIIOPT
IOKYMEHTI1B Ta MapoJib Ha OPYK INOKYMEHT1B BIINOBIIHO. 30epiraerhcs mojaBiiiHe
XeUI-NIePETBOPEHHS MapOJIsl.

3.3.3 Jlocmyn Ao daHux 3axucmy

MOoXIHBICTh JOCTYNy [0 JaHUX 3aXUCTy 3aJeKUTh BiJl 3HAUYEHHS MapamMmeTpa
KOH(QIrypamii o3BOIM Ha OOCTyI OO IOaHux s3axuctTy. lledl mapamerp BHU3Hauae
JI03BOJIM HA YHTAHHS Ta 3aIMC 10 KOXHOI 31 CKJIaI0BUX JaHUX 3aXUCTY, HaBeACHUX y 1. 3.2.3.
Jns mapameTpiB KoH(Irypauii J03BOJIM HaJAlOThCS AN TPyl HapamerpiB. 3HAa4YeHHs 3a
YMOBUYAHHSM JUIs LIbOTO NapameTpa HaBezeHe B Tabmuui A.3 Jlonatky A. YacTuHa 103BOIIB
HEe Moxe OyTh 3MiHeHa (BIAMOBIIHI 3HAYCHHS BHIIEHI B TaONWIl CIPOI0 3aJTHMBKOIO
3HAueHHs). 30KpeMa, M03BOJHM Ha JOCTYH [0 AaHHX 3aXHCTYy MOXE 3MIHIOBATH JIHIIE
aJIMiHiCcTpaTop Oe3MeKH.

[IpaBo Ha 3amuc 10 KypHaJly 3axUCTy HE HAJA€ThCS JKOAHIM poii, OCKUIBKH
peecTpariio Noiil y oMy KypHaJi 31HCHIOE SIIPO CUCTEMH.

3.3.4 Omomo)xHeHHs1

VY ToMy BHUIaAKy, KOJIM KOpUCTyBauy HEOOXIJHO MpAIfOBATH 3 JOKYMEHTaMH, IO
30epiraloTbcsi Ha 3HIMHOMY HOCII, Ha JEKUIPKOX KOMIT IOT€pax, MOXKJIWBE BUHHUKHEHHS
CHUTYyaIlil, KOJIU O3BOJU Ha JOCTYI JI0 JTOKyMEHTa abo 0a3u IOKYMEHTIB, HaJlaHI Ha OJHOMY
KOMIT'IOTEpl, HE MaTHUMYTh CHUJIM Ha IHIIOMY (HE3aJeXHO B TOrO0 YU BHUKOPHUCTOBYE
KOPHUCTYBau Ha PI3HUX KOMIT'loTepax ojHe ¥ Te x im’s). [IpuunHa monsdrae B TOMy, IO B
CIIUCKaxX JOCTYIy JOKYMEHTa Ta 0a3u JOKYMEHTIB (sKi 30epiratoTbcsi pa3oM 13 JOKYMEHTaMU
Ta 0a3aMM) 3a3HAYA€THCS HE 1M’ KOPHCTyBava, a Horo yHikaimpHHA ineHTH(iKaTop — SID. 1li
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11eHTH(}IKaTOPH HIKOJIM HE MOBTOPIOIOTHCS, TOMY Ha PI3HUX KOMIT IOT€pax OIWH 1 TOH Ke
kopuctyBad marume pizHi SID’m. Jlng Ttoro mo0 3amoOirtu Takidi cuTyarii 1 HaaaTh
KOPUCTYBa4aM MOXJIMBICTh TpallOBaTH 3 JOKYMEHTAaMH Ha PIi3HHX KOMII IOTepax,
BUKOPUCTOBYETBCS OMOMOXHEHHS] KOPUCTYBAYiB.

JI71s1 KOKHOTO KOPHCTYBaya CUCTEMH B 0a3i IaHUX 3aXHUCTY MOXKE 30epiraTuch mepesik
OTOTOXXHEHBb — TEPEeIiK KOPUCTYBAdiB I1HIIMX KOMIT IOTEpiB (TOYHIINIE, 1HIIUX IHCTAJISAIIN
Windows), 3 sSKdMH BiH OTOTOKHEHHM. Y Tepeliky OTOTOXKHEHb 30epirarothcst SID’um
KOPHUCTYBauiB.

OTOTOXXHEHHSI BCTAHOBJIIOIOTBCS TUTBKM JUIS 3BUYAHUX KOPUCTYBAuiB Ta JIJIs
aJIMIHICTPaTOPIB JOKYMEHTIB (poJib AdmiHicmpamop OoKymeHmie MOKE CYMIIIATUCh 3 1HITHMH
aJIMIHICTPATUBHUMH POJISIMU).

Jns toro, moO BCTAHOBHTH OTOTOXXHEHHS, HEOOXiJHO HA OJHOMY KOMII FOTEpi
EKCIIOPTYBATH CITMCOK KOPHUCTYBAYiB Ha 3HIMHUHN HOCIH, a TIOTIM Ha 1HIIIOMY KOMIT FOTEP1 IS
NEBHUX KOPUCTYBaui BKa3aTH, 3 KUM iX TpebOa OTOTOXHHTHU. [lOpSIOK BCTaHOBJICHHS
OTOTOXHEHB JOKJIQJIHO MMMCAaHUM B IOKYMEHTI ,,JHCTpyKIlis anmMiHicTpaTopa O0e3neku’.

BukoHaHHS mpaBWJI PO3MEXKYBaHHS JIOCTYIy 3IHCHIOETbCS 3  YpaxyBaHHIM
OTOTOXXHEHbB. SIK caMe BPaxOBYIOTHCS OTOTOKHEHHS, 3pYYHO MOKa3aTH Ha npukiami. Hikde
HaBezieno [1P]] aist 6a3 i3 1oBipuuM KepyBaHHSAM goctyrnom (muB. . 3.3.1.1).

KopuctyBau otpumye noctyn 10 0a3u JAOKYMEHTIB, SKIIO BHUKOHYIOTHCS HaBe/IEHI
HUK4Y€ YMOBHU:

— 1iIOMy BCTaHOBIJIEHA POJIb 3suyaliHull Kopucmyseay,

— Yy cmHcKy aoctyny 0asu oMy a0o rpyii, A0 sIKO1 BiH HaJeXUTh, HE 3a00pOHEHUN
neit goctymn (ToOTO KopucTyBau abo rpymna He BKa3aHi B MepeiiKy 3a00pOH 13 BiAMOBIIHUM
BUJIOM JIOCTYIIY);

— Y CHHCKYy Joctymy 0a3u iomy abo TpyIi, A0 SKOi BiH HAJIEXKUTh, HaJaHUH Iei
noctyn (ToOTO KopucTyBau abo rpymna BKa3aHi B MEpENiKy JI03BOMIB i3 BIANOBIIHUM BUIOM

JOCTYILY).

3 YpaxyBaHHAM OTOTOXHCHbB 1€ ITPABUIIO Ha6yL[e TAKOT'0 BUTJIANY:

KopuctyBau orpumye noctyn a0 06a3u JTOKYMEHTIB, SIKIIO BUKOHYIOTHCS HaBeJEHI
HIDKYE YMOBH:

— 1OMy BCTAHOBIIEHA POJIb 3euyaliHull Kopucmysay,

— Yy CHOHCKY JocTyny Oa3M IbOMY KOPHUCTYBady, KOPUCTyBady, 3 SKUM BIiH
OTOTOKHEHUH, abo Tpymi, J0 SKOi BIH HAJIEXKUTh, HE 3a00poHEHUH Led noctym (TOOTO
KOpHUCTYBau abo rpyrna He BKa3aHi B IepesiKy 3a00pOH 13 BiANOBIAHUM BUAOM JIOCTYITY);

— Yy CIOUCKYy JocTynmy Oa3M IbOMy KOPHUCTYBauy, KOpPUCTyBauy, 3 SKUM BiH
OTOTOXHEHUH, abo rpymi, 10 sIKOi BIH HaJI&XWUTh, HAAaHUH 1el nocTyn (TOOTO KOpUCTyBay
abo rpyna BKa3aHi B IEpeiKy 103BOJIIB 13 BIMOBITHUM BUJIOM JOCTYILY).

OTOTOXKHEHHS CTOCYETBCA TAKOXK 1 BJIACHUKA 6331/1, TOOTO KOpHUCTYyBay, SIKMM CTaB
BJIACHUKOM 0a3u Ha OOIHOMY KOMH’IOTepi, MOJKE€ 3ajIMIIAaTUCh i1 BJIIACHUKOM Ha lHH_IOMy
KOMIT F0Tepi 32 PaXyHOK OTOTOKHEHHS.

3.4 NlopaTtKkoBi 3acobu 3axmucTy

3.4.1 3axucm doKymeHmie

3.4.1.1 Heoe3neuni komanau Microsoft Excel ra Microsoft Word

Jlesiki MOXIIMBOCTI, siKi HamaroTh nporpamu Microsoft Excel Ta Microsoft Word min
gac poOOTH 3 JOKYMEHTaMH, MOXXYTh TPH3BECTH J0 MOpyIIeHHs Oe3neku iHdopmartii. Lle,
HAIpUKIAJ, MOXJIUBICTh 30€peeHHS TOKyMeHTa Yy ailill, MOXJIMBICTH CTBOPEHHS Ta
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3aIyCKy BJIACHMX MAakpocCiB Ta 1H. BHyTpimHI KomaHau, SKI BIAMOBIAAIOTH TaKUM
MOYJIMBOCTSIM, HA3UBATUMEMO HebesneyHumu komardamu. I1in yac poOOTH 3 JOKYMEHTaMH 32
JIOTTIOMOT OO0 TIPOTpaMu 3axuwieHi 0oKymeHmu HeOE3MeUHI KOMaHIH YHEMOKIIMBITIOIOTHCSI.

[Tepemiku HeOE3MEYHUX KOMAaH]I BH3HAYAIOTHCS JIBOMA MapaMeTpamMu KOHQIrypartii,
nepesiik HebeszneuHmx komMaHn Excel Ta nepesiik HeOe3MNeUHMX KOMAHII
Word. 3Ha4yeHHA 3a YMOBYAaHHSAM JUIi LUX MapaMmeTpiB HaBelneHi B Tabmuisx A.4, A.5
Jonatka A. AJAMiHICTpaTOp MOXE 3MIHIOBATH MEPENiKA — JI0/IaBaTH Ta BHIAIATH KOMaH]IH.
KomaHy, siki BCTAaHOBIIOIOTBCS 32 YMOBYAHHSIM, HE MOXKYTh OYTH BHJIQJICHI.

3.4.1.2 JTo3BoJIeHi 1a0/JI0HU Ta HAI0Y/10BH

Jus poboru i3 mnporpamamu Microsoft Excel ta Microsoft Word wacto
BUKOPHUCTOBYIOTHCS IIA0JOHM Ta HaAOYHOBH, SIKI MOXYTh MICTUTH TapaMeTpH CTOPIHKH,
CTHJI1, MaKpOCH, KOMOIHAIII1 KJIaBiIl TaHes Il IHCTPYMEHTIB 1 T. iH. Lle MoxxyTh OyTH 11adaoHH,
SIK1 3aBaHTAXXYIOTHCSI aBTOMATUYHO, IIA0JIOHU, HA OCHOBI SIKMX CTBOPIOIOTHCS IOKYMEHTH, a00
mabJoHu Ta HAAOYAOBH SKI MIAKIIOYAIOTHCS I 4Yac poOOTH, a TaKOX IIa0JOHH Ta
Han0ynosu COM.

[Tin yac poOOTH B CHUCTEMi KOPUCTYBady O3BOJIIETHCS BUKOPHCTOBYBATU TUIBKHU Ti
mabjaoHd Ta HanOyAoOBH, siKi Oynu 03BOJIeHI aaMmiHicTparopoMm Oesmeku. [lns 1uporo
BHUKOPHUCTOBYIOTBCS TaKi apaMeTpu KOHpirypariii:

— Imnepeyliik JDo3BOJIeHUX Hanbymor COM mnsa Excel;

— IepeJjiik m03BOJIeHMX HambynmoB COM misa Word;

— nepeylik Jo3BOJIeHUX mabJOH1IB Ta Hambymos Excel;

— IepeJjlik mO3BOJIeHMX mMabJIOHI1IB Ta Handymos Word.

3.4.1.3 3abopoHneHi nporpamu

Jis Toro mo6 3MyCHTH KOPUCTYBauiB IPALIOBATH 3 TEKCTOBUMH JOKYMEHTAMHU Ta
€JIGKTPOHHUMM TaOJIUIIMHM TUIBKM 3a JIOTIOMOIOI0 IpOrpamMu 3axuwyeHi OOKyMeHmu,
BUKOPUCTOBYETHCSI 3a00pOHa 3amycKy Iporpam. 3a0OpOHEHI IporpamMM He MOXKYTh OyTH
3aIyIIeHi Ha KOMIT I0Tepi.

s Toro, mo0 BKazaTH, fKi caMe Mporpamu € 3a00pOHEHHMH, BUKOPHCTOBYIOTHCS
JIBa MapaMeTpu KoH}iryparii:

— OGixcoBaxnli zabopoHeHl nporpawmy;

— IOomaTkKoBl 3abOpOHEH1 NPOTPaMM.

3a /10MOMOrol0 MEpUIoro MapaMerpa MOXHAa 3a00pOHUTH BUKOHAHHS YOTHUPHOX
crannaptHux nporpam: Microsoft Word, Microsoft Excel, Microsoft WordPad ta Microsoft
biokHOT.

Hpyruii mapamerp 103B0oJIsi€ 3a00pOHUTH BUKOHAHHS OyAb-SKHMX IHIIMX Mporpam. Bix
MICTHUTB Tiepenik (aiiiiB, 10 BIAMOBIAAIOTH 3a00POHEHUM MTPOrpamMaM.

3.4.1.4 Iucku ajsi 30epiraHHsi JOKyMeHTIB

Cucrema JIO3A-1 no3Bomsie 30epiraTu 6a3u JOKYMEHTIB Ha KOPCTKOMY JAMCKY Ta Ha
3HIMHHX HOCISIX — JcKeTax, Moaysisix mam’siti USB Flash, kommakT-auckax (6€3 MOKIMBOCTI
3anucy), Zip-auckax Tolio.

Jns toro mob ammiHicTparop Oe3meku MaB 3MOTY BKaszaTd, 1€ camMe MOBUHHI
30epiraTuch 6a3u JOKYMEHTIB, BAKOPUCTOBYIOTHCS TaKi MapaMeTpu KOH}Iiryparii:

— THYyYk1l OMcku njsa 30epiraHHa IJOKYMEHTI1B;

— KOMMNAaKT-IMCKM IJjia 30epiraHHS IOOKYMEHTI1B;

— 23HiMHI1 Omcku njasa 30epiraHHsa JOKYMEHTI1B;

— XOPCTK1 Oucku nnsa 30epliraHHA OOKYMEHTI1B.
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Vi 1l mapaMeTpu MOXYTh NMpPUAMATH 3Ha4YeHHsI Bci Oucku abo MICTUTH (HiKCOBAaHUHN
nepetik OyKB, sSIKi BiAMOBIIAIOTh JUCKaM TIEBHOTO THIA (Hanpukia:, F:, G:).

JlokymMeHTH 30epiraroThCsi B KOpEHEBIH mamili 3a3Ha4eHoro naucka B namnmi LOZADoc.

36epiraTi TOKYMEHTH Ha JKOPCTKHX AMCKax (TOOTO Ha po3ijaax >KOPCTKOrO JIHCKA)
MO)XHa JIMIIIE B TOMY BHIIQJIKy, KOJM BOHU BUKOPHUCTOBYIOTH (ainoBy cuctemy NTFS.
Ho3Boau Ha goctyn st nanku LOZADOC Ha )KOPCTKOMY AMCKY CUCTEMa BCTAHOBIIIOE TAKUM
YUHOM, 100 YHEMOXJIMBUTH JOCTYIl A0 HeEl JJIs BCiX KOpPUCTyBadiB cucTteMu. LlimicHICTB
BCTAHOBJICHUX J03BOJIIB MIEPEBIPSAETHCS IT1]] Yac MEPEBIPKH MUTICHOCTI (paililiB Ta Mamox.

JInsi yHEMOJKIIMBIICHHSI TOCTYITy KOPHUCTYBadiB JI0 JOKYMEHTIB, sIKi 30epiraroTbcsl Ha
THYYKHX JIACKaX, KOMIIAKT-IUCKaX Ta 3HIMHUX JIMCKaX, PEKOMEHIYEThCS OJOKYBATH I1i JUCKH

(. 3.4.1.5).

3.4.1.5 baokyBaHHS IUCKIiB

[ yHeMOXIMBIIEHHS O€3M0CepeIHhOr0 JIOCTYIY 3BHYAaHUX KOPHUCTYBadiB J10
JIOKYMEHTIB, sKi 30epiraroTbCsi Ha 3HIMHHUX JHCKaX, BUKOPHUCTOBYETHCS OJIOKYBaHHS IIMX
nuckiB. briokyBaHHs 03Hauae, 10 A0 AMCKA MAIOTh MOBHUN focTym ([TonHbil docmyn) Tulie
yiieHu rpyn LOZASysAdmins, LOZASecAdmins Ta LOZASecServers, TOOTO KOpUCTyBaui, fKi
BUKOHYIOTh poii CucmemHuli admiHicmpamop, AdmiHicmpamop 6e3neku Ta KOPHUCTyBau, BiJ
iIMEH1 SKOTO mpaloe sSApo cuctemMu. Kpim Toro, moBHUM HOCTYH [0 IUCKAa HAAA€THCS
KopucTyBauy Cucmema (System). 3BHYaiiHi KOPHUCTyBadi Ta aJMIHICTPaTOPH JTOKYMEHTIB
0e3nmocepeIHbOr0 JIOCTYIY 10 3a0JIOKOBAHOTO AKMCKAa HE MalTh. BOHHM MOXYTh OTpUMaTH
JOCTYII IO JaHUX JIUILE 32 JOMIOMOTOI MPOTPaMu 3axuweHi QoKyMeHmu.

3a0s10KyBaTH MOKHA OyJb-SKYy KUIBKICTb 3HIMHMX JAMCKIB. JlUCKU OJIOKYIOTbCS Ha
BeCh yac poOOTH CHCTEMH, HE3aJIEeKHO BiJ] CTaHy, Y sIKOMy BoHa nepeOyBae. [lepenik 3HIMHUX
JTUCKIB, sIK1 OJIOKYIOTbCS, BU3HAYAETHCSI TAKMMH ITapaMeTpaMu KOHQIrypailii:

— OJIOKYBaTKM THYUYK1 IOUCKU,

— OJOoKyBaTM SBHIiIMH1 OuckKU;

— OJIOKYyBaATM KOMIIAKT-IOMCKIU.

[Tapamerpn GiioxyBaTM 3HiIMHI OUCKM Ta OJIOKYBaTM KOMIIAKT—IOUCKU
MOJKYTh IIPUMMATH JIMILE JBa 3HAUYEHHS: 8ci OUCKU Ta 8Ci OucKu 3 OOKyMeHmamu. 3HaYECHHS 8Ci
ducku 3 OokymeHmamu O3Hayae, 10 OJIOKYBaTHUCh OyIyTh JMIIE Ti AMCKHU, Ha SKHUX
30epiratoTbcst 6a3u TOKYMEHTIB.

Jns mapamerpa Gji0KyBaTM THYYK1 IOMCKM MOXYTh OyTH BKa3aHi 3HAYCHHS He
6rokysamu Ta eci ducku ab0o SBHO BKa3aHi JUCKH, sIKi 11 O1I0KyBaTH (HanmpuKiIa, auck A).

3MiHM 3HAQUYEHHS LUX MMapaMeTpiB Ha0yBalOTh YNHHOCTI HEralHO.

3.4.2 3abe3neyeHHs1 6e3neku cepedosulya

Skmo mapamerp mos3BOJIATM Bxim mo Windows TisbkyM KOpMCTyBadaMm
cucreMu Mae 3HadeHHs Tak (1. 3.1.5), cucrema JIO3A-1 BcraHOBiIIOE Nesiki (He3HAUHI)
oOMexeHHs Ha poboTy kKopucTyBauiB y Windows. Li oOMexeHHs nepesiueHi HuKIe.

1) OC Windows 2000 ta Windows XP 103BOJsIf0Th BiIMIHUTH BUMOTY HATHCKAHHS
komOiHarii kinasim Ctrl+Alt+Del nix yac Bxoay 1o cuctemu. Cucrema JIO3A-1 BcTaHOBIIOE
II0 BUMOTY.

2) OC Windows 2000 Ta Windows XP 103BOJSIOTE KOPHCTYBauy 3aIlyCKaTH
OpPUKIAJHI [porpamMM BiJ iMeHi iHmoro kopucryBaya. Cucrema JIO3A-1 Biaxiouae 10
MOYJIUBICTb.

3) OC Windows XP mo3Boisic BUKOPUCTOBYBATH TaK 3BaHMW €KpaH MPUBITaHHS Ta
MIBUJIKE MEPEKIIOUYEeHHS MDK KopucTyBauamu (0e3 BHXOJYy KOpHCTyBaya 13 CHCTEMH).
Cucrema JIO3A-1 BiIKITIOYAE IF0 MOXKITUBICTb.
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4) OC Windows 2000 ta Windows XP 103BOJSIOTH IEPEBECTH KOMIT'IOTEP Y
pexxumu cuy (hibernate) ta gekanus (suspend). Cucrema JIO3A-1 3a00poHsIE BUKOPHCTAHHS
[IUX PEXKUMIB, OCKUIBKHU i 4ac BUXOAY 3 PEKUMY CHY aBTEHTH(DIKaIlis KOPUCTyBaya B3arai
HE BUKOHYETHCS, a ITiJl YaC BUXOMY 31 CTaHy YEeKaHHs aBTCHTHQIKAIlisS MPOBOJAUTHCS JHIIC Y
BUIIAJIKY BCTAHOBJICHHS JIOJJATKOBOTO MapaMeTpa, sIKUi aJMiHICTPaTop MOYKE HE BCTAHOBUTH.

[TepeBipka HacTpoiok, siki BcTaHoBmoe cucrema JIO3A-1 srigao i3 mm. 1) — 3),
CKJIaJia€e 3MICT omepallii Mepesipka 6e3nexku cepedosuwja. SIKIIO Tij yac ornepariii BUSBISETHCS
MOPYIICHHS OE3IeKH, CUCTeMa TOBIJOMIISE PO BIAMOBIIHY MOMUIIKY. SIKIO aaMiHICTpaTOp
obupae st 00poOKK MOMUIIKH OIIIIit0 /2Hopyeamu (11. 2.6), BiamoBiaui Hactpoiiku Windows
BIJIHOBITIOIOTHCS 1 BAKOHYETHCS nepe3aBaHTaxenHs Windows.

BukoHaHHsS 0OMEKeHb, ONMUCAHUX y M. 4), BUKOHYEThCS Oe3nocepenHbo Cepsepom
6e3neku i 4ac poOOTH.

3.4.3 3axuwieHi nanku

[HKoNM BUHWKAe HEOOXIAHICTH MpaIfoBaTH 3 iH(GOpPMAIIEI0 3 0OMEKEHUM JTOCTYIIOM,
sKa MICTUThCS HE TUIBKH B TEKCTOBHX JoKymeHTax Microsoft Word Ta enexTpoHHUX
tabmuisx  Microsoft Excel, a # y ¢aitnax inmmx ¢opmarie, s poOOTH 3 SKHUMH
BUKOPUCTOBYIOTBCS  IHINI TporpaMHi 3acobu (Hampukiax, ainm  KpecieHs, sKi
06pobsttoThCs 3a gornomororo nporpamu AUtOCAD). Cuctema JIO3A-1 Hatae MOXKITUBICTD (3
BUKOpHCTaHHsAM 3aco0iB WINdOWS) 3axvCTUTH Taki JaHi. 3aXUCT 3AiHCHIOETHCS Ha PiBHI
narok Windows. [list Toro mo0 BKa3aTH, sIKi came ManKy CITiJl 3aXHIIATH, BAKOPHCTOBYETHCS
napaMmeTp KoHpiryparii nepesiik 3axulleHMUx M[aroK.

3axuineHa manka MOBUHHA 3HAXOJUTUCh Ha ToMmi 3 ¢ainoBoro cuctemoro NTFS. Jlns
KOKHOI 3aXHUIIEHOT MAallKi BUKOHYIOTHCS TaKi Jii:

— BIJCHIJIKOBYETbCS IIUIICHICTh JAECKPUIITOpa O€3MeKH Ii€l Manku (JIeCKpUITop
0E3MeKH MMOETHYE BIACHUKA, CITMCOK JIOCTYITY Ta CIIUCOK ayIuTa);

— oJpa3y micis MOSBH HOBOTO ¢ainy a00 manku B 3aXHIIEHIN Mamili BIACHUKOM
poro Gaitny abo manku crae rpymna AdmuHucmpamopsi WIndows (B pe3ynbTari 3BHYaliHi
KOPHUCTYBaui, sIKI CTBOPIOIOTh Manku abo (ailiy B 3axuIleHid mamnii, He 3MOXYTh KEpyBaTH
JOCTYTIOM JIO IIUX 00’ €KTIB).

Jns toro mo6 3a momomororo 3aco6iB cuctemu JIO3A-1 3axuctutu (aiinu, 1o
3HAXOJIATHCS B TICBHIN Mari (Imankax ), HeoOX1IHO BUKOHATH TaKi Jii:

— crBoputd 'y Windows nokanpHy rpymy, sika BiANMOBigaTHMe mamii (mamkam) i
HAJaTH J03BLT HA JOCTYH JI0 MamnkH (Manok) TUTBKH LIl Tpymi; 3BUYaitHO i 3a0e3meueHHs
MO>KJIUBOCTI POOOTH 3 TaHUMU JOCTATHHO HAAATH JO3BLI HA JOCTYI M3MeHUMb;

— yCiX KOpHUCTYBayiB, SKUM HEOOXIJHO TMpamioBaTH 3 JaHUMH BIAMOBITHOT
MporpamMu, I0AATH IO CTBOPEHOT IPyIy;

— BCTaHOBWUTH ISl Manku (TMAmoK) ayauT AOCTYIY; 3BUYANHO JOCUTHh BCTaHOBUTH
ayquT Aj1s TakuX BHU/IIB JOCTYyIy: YmeHue daHHbIx, 3anuck 0aHHbIX, [Jo3anuck 0aHHbIX, YOaneHue
rnodnarok u g¢hadrsnos, YoaneHue.

— J0JaTH Manky (Manku) 10 Mepesiky 3aXHIeHUX Marok.

SIK1110 Ha KOMIT FOTepi BUKOPUCTOBYETHCS JIEKiJIbKA JOJATKOBUX MPOrPaMHMX 3ac00iB
(mporpama AutoCAD, Gyxrantepcbka mporpama ToIlo), 3a3HaueHi Aii HeoOXiAHO BUKOHATH
OKpPEMO JIJIsl KO’KHOI ITPOrpamMH.

[Ticnst TOro K Mamnka JOJA€ThCs JI0 MEepeNiKy 3aXHUIIEHUX NarokK, 10 MepetiKy MOoAiH,
AK1 IMIOPTYIOTBCS 110 JKypHaiy 3axucty (1. 5.1.3), nogaerscs nmomais #560 mxepena Security
(moxist moctymy mo 00’ekTiB, Ky peectpye WIindows) i3 yMOBOIO iMIIOPTY, 3TiJTHO 3 KOO
HOJisl IMIIOPTYETbCS B TOMY BHIIAJKY, KOJU ii OMUC MICTUTH PSIOK 13 IMEHEM Mamku. Y
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PE3YNIBTATI )KypHAJI 3aXUCTY MICTUTUME BC1 MOJIIT TOCTYITy 10 (paiiiB Ta Marok, siki MiCTAThCSA
B 3aXMILEHIN AL,

3.4.4 BudaneHHs1 mum4acoeux ¢hauiie

Y cucremi JIO3A-1 mnepenbaueHa MOXKIMBICTH aBTOMATHYHOTO  BHJIAJICHHS
TUMYacoBuX Qaitmis. s nboro nepeadayueHi 1Ba napamMmeTpu KoOHQIrypaitii:

— BUIOAJNATU THMYACOB1 GaMym KOpMUCTyBaUlB;

— Irnepesyiik TMMYACOBMX [IAIOK,

— Tepesyiik TMMYacoBUX Gamiiis.

[lepmwmii mapameTrp MoOKe NpHiiMaTH 3Ha4YeHHs Tak abo Hi. BiH Bu3Hayae, 4u
BUKOHY€THCS aBTOMATUYHE BUIAJICHHS Marok Ta ¢GaiiB, SKi MICTITHCS B TAMYACOBHX MaNKax
KopucTyBauiB. KokHMIT KOpHCTyBau MOXK€ MaTd /Bl TUMYAacOBI HalKW, HAa SIKI BKa3ylOTb
3MiHHI OTOYEeHHS Temp Ta Tmp. 3BHYaliHO OOWABI BOHM BKa3ylOTh Ha TNAaIKy
%USERPROFILE%\Local Settings\Temp.

Bunanenns tumuacoBux (ailyiiB KopucTyBava 3aXIHM BiIOYBA€THCS I 9ac BXOMIY
KOpHCTyBaua 70 cuctemu. [[o/1aTkoBO, SKIIO mapaMeTp KoHpirypamii mo3BossSTy BxX1n
no Windows Timbku wopucryBauam cuctemu (m. 3.1.5) Mae 3HaueHHs Tak,
TUMYacoBi (aliii BUJAISIOTHCS il 4aCc BUXOAY KOPUCTYBaya i3 cUCTeMH (y TOMY YMCII MiJ
yac 3aBepiieHHs poootu Windows).

[Tapamerp mnepesiik THMYACOBMX I[IAIIOK MICTUTh TEpeNiK MamoK, SKi
BBKAIOTHCS THAMYACOBUMHU. Y Ci MANKu Ta (aiin, K1 MICTIThCS B WX TAIKaX, BUIAISIOTHCS.

[Tapamerp mepesiix TmMMUacoBMX GaisiiB MICTUTH NEpeliK iMeH ¢aiinis, sKi
BBAXKAIOTHCS TUMYacOBUMU. KoxkHe 1M’ MOke OyTH 11abJI0HOM, TOOTO MICTUTH CUMBOIHU «?»
Ta «*». Yci (aiinm, sSKi MICTIThCS B MEpeiKy ado BIAMOBiIal0Th X04a 6 OJHOMY 3 IIa0JIOHIB,
10 MICTUTHCS B MEPENIKY, BUAATSIOTHCS.

Bunanenns ¢ainiB Ta Damnok, sAKi BH3HAYAIOTHCA IMapaMeTpaMu I[epesiik
TYMUYAaCOBMX I[AIlOK Ta NEepejiik TuMuacoBux Oainis, BiAOyBaeThCS HAa MOYATKY
poOOoTH cucTeMH, MiJ 4Yac 3aBEpIICHHS POOOTH CHCTEMH, MiJ Yac BXOJY KOPHCTYBadiB J10
CUCTEMH Ta TiJ] Yac BUXOAY KOPUCTYBAUiB 13 CUCTEMH.

Jns BupanmeHHs TUMYacoBUX (aiiiB KOpUCTyBauiB Ta (haililiB, SKI MICTATbCA B
THMYACOBHUX IAIIKaX, 3aCTOCOBYETHCS MPOLeaypa 6e3M0BOPOTHOTO BUAANECHHS (Wipe).

3.4.5 3abopoHa OpyKy

Cucrema JIO3A-1 Hagae MOXKIIMBICTD IMOBHICTIO KOHTPOJIIOBATU IPYK JOKYMEHTIB, SIKi
00pOOIIAIOTECS 32 JOTIOMOTOI0 TpOrpamMu 3axuwieHi dokymeHmu. JInsi 1bOTO MOXYTh OyTH
BUKOPHUCTAHI TaKi MEXaHI3MHU:

— BCTAaHOBIICHHS JI03BOJIY/3a00pOHU IPYKY JOKyMeHTa (auB. 1. 3.2.2.1);

— BCTAHOBIICHHSI ayJUTY JPYKYy JOKYMEHTa, IO 3abe3rnedye JOKIATHy PEECTPALII0
nofii apyky (mus. m. 3.2.2.1);

— BCTaHOBIICHHS Mapous Ha Apyk (auB. m. 3.3.2.3).

[Tig yac po6OTH 32 JOTIOMOTOIO THIIMX MPOrPaMHUX 3acO01B MepeliueHi MeXaHi3MH He
MOKYTb OyTH 3aisHi. [ Takux BUNAAKIB y cucTeMi nepeadayeHa MOKIMBICTh MOBHOT a0o
4acTKOBO1 3a00pOHM JIPYKY, & TAKOK MOXKJIUBICTH TAMYACOBOTO JI03BOITY JIPYKY.

Jlns  BcTaHOBIEHHS 3a00pPOHU  JIPYKY BHUKOPHCTOBYIOTHCS JIBa TapameTpu
KOH(Iryparii:

— crnoci6 3abopoHM IPYKY,

— 0OynikoB1 zBanmucu nJysa 3abO0pPOHU OPYKY.
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[Tepmmii mapameTp BU3HAUYa€e, KOMY caMe 3a00pOHEHUN JPYK, 1 MOXKE MPUHMATH Taki
3HAYEHHS:

— Hixowmy (ApYyK JT03BOJICHHUH BCIM);

— BCiM (apyk 3a00poHEHUH BCiM);

— BciM kopucTyBauam cuctemm JIO3A-1, kxpim amMiHicTpaTopiBm
tesnexu,

— BciM kopucTyBauam cuctemu JIO3A-1, kxpim amMiHicTpaTopiBm
OOKYMEHT1B;

— BciM kopucTyBauam cuctemu JIO3A-1, kpim amMiHicTpaTopiBm
fesnexu Ta IOKYMEHTI1B;

— crneuiasbHa HaCTpPOMKA.

Skmo mapamerp crnocif 3abfopoHM OPYKYy Mae€ 3HA4eHHSA CIiellasbHa
HaCTpoOMKa, JIpPYK 3a00poHsi€eTbesa Uid OOJIKOBUX 3amlKCiB, SKi MeperniueHi B MHapameTpi
oByikori Banmcu nJjsa 3abO0pPOoHM HOPYKY.

3a0opoHa IpyKy, sika BU3HAYAE€THCA 3a3HAUYCHUMU IMapaMeTpaMu, BCTAHOBJIIOETHCS Ha
MOYaTKy poOOTH CHUCTEMH Ta MiJ Yac KOXKHOTO BXOJy KOPUCTyBaya JO CUCTEMH (SKIIO IS
napaMerpa HOs3BOJIATKM BXin no Windows TinbkM KopMUCTyBaudaM CUCTEMU
Mae 3HAYCHHS Tak).

Jns Toro, mo0® THUMYacoBO JO3BOJIMTH KOPHUCTYBady JAPYK, HE BHMAararuud HOTO
BUXOJY 13 CHCTEMH, aIMIHICTPATOp MOXKE€ CKOPUCTATHCh YTHIITOIO [ToMiyHUuK admiHicmpamopa,
sika 3axonuTh y nanii %LOZA%\Lib (daitn AdminAssistant.exe).

[Ticns 3amycky yTWIITH aAMIHICTPAaTOp TOBMHEH BKa3aTH CBOE iM’s, Tapoib Ta
KJIFOYOBHM IUCK (OCTaHHE — SIKIIO MapaMeTpa NepeBipaTy KJIIOYOBMUM IOMCK Iin yac
Bxony In0o Windows Mae 3HaueHHs Tak). YTWIITa HaJa€ MOXJIIMBICTH THMYaCOBO
JIO3BOJIMTH IPYK. AIMIHICTpATOp BKa3y€e TAaKOXK «TEPMiH JIii» THMYAacOBOTO JTO3BOJY Ha JPYK,
00MparoYM O/IMH 3 ABOX BAPIaHTIB:

— 0o 3a60opoHu dpyKy admiHicmpamopom — TIe O3HAYaE, 10 IS BiAHOBICHHS 3a00pOHU
JPYKY aaMiHICTpaTop MOBHHEH 3HOBY CKOPHUCTATHCh YTHIIITOO [TomidHUK admiHicmpamopa;

—  Moku ecmaHoerneHull Kryosuli duck admiHicmpamopa (Liei BapiaHT JOCTYIHUM JIHIIe
TOAl, KOJM TapaMeTp IepeBipsaTM KJIIOYOBMM OMCK Nin uYac BXOOy IO
Windows Ma€ 3HAYCHHS Tak).
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4 MNMepeBipKa WinicCHOCTIi NporpamMHOro cepeaoBumLla

L{imicHICT, MPOrpaMHOTO CEpPEelOBHUINA IMIATPUMYETHCS 33 PAaXyHOK IEpEeBIpOK
nimicHocti. [lepeBipku BUKOHYIOTBCSI aBTOMAaTUYHO, ajleé B pa3i HEOOXIAHOCTI agMiHiCTpaTop
MOXe€ 1HILIIOBAaTH OYyIb-sIKYy IEPEBIPKY 3a IOTIOMOT0I0 IporpaMu Monimop 3axucmy.

4.1 3aranbHi npaBuna nepeBipKu

[Tapamerp koHdirypauii o6’ exTn mys nepeBipkm uisicHocTi BHU3HAYAE,
110 caMe ITiUISIrae MepeBipIli, a TAKOXK JT03BOJISIE BCTAHOBUTH PEXUM TIEPEBIPKH.

Moske OyTH mepeBipeHa HUTICHICTh TAKUX 00’ €KTiB:

— (aityi Ta mankwu;

— PpO3JLUTH Ta apaMeTPH CUCTEMHOTO PEECTPY;

— 3aBaHTaXYBaJIbHI CEKTOPH KOPCTKHUX JIUCKIB KOMIT IOTEPA;

— 0O0JIKOBI 3aIuCH.

JJ1st KOXKHOTO BHTy 00’ €KTIB BCTAHOBIIOETHCS PEXKHUM TepeBipku. [lepeBipku MOXKYTh
BUKOHYBATHCh:

— TIIpH CTapTi;

— TEpIOJANYHO;

— TOCTIWHO (TUIbKU (haliiIu Ta Marku 1 po3JAUTH Ta MapaMeTpu PEECTPY).

[TepeBipka mpu cTapTi € 000B’A3KOBOIO, SIKIIIO BCTAHOBJICHA TIEPioInyHa a00 MOCTIHHA
nepeBipKa.

[lepioguuHa mepeBipka O3HAYa€ IMPOBEIEHHS TMEpPEBIPOK 3 IHTEPBAIOM, SKHA
BHU3HAUYAETHCS MapaMeTpoM KoHpirypauii nepionmuHicTs nepeBipok uijmicHocTi
(BiH 3a/1a€ Yac y XBUJIMHAX ).

[MocriitHa mepeBipka — 1€ mepeBipka “y peaqbHOMY 4aci”’, CUCTeMa pearye Ha 3MiHH
ollpa3y Micisg 1X BHUHHMKHEHHs. i1 MPOBEACHHS IMOCTIHHOI MEepEeBipKH BUKOPUCTOBYIOTHCS
3acobu Hotubikanii Windows, TomMy BOHa HE BUSBISE 3MiH, [0 BHHUKIH IICIs
BUKOPUCTAHHS 0E3MOCEPEIHBOTO JIOCTYITY J0 JKOPCTKOTO JHUCKa (HApHUKIAl, 32 JIOTIOMOTO0
nporpamu DiskProbe). SIkio icHye 3arpo3a BUHUKHEHHS TaKUX 3MiH, JUIs BCIX BUIIB 00’ €KTIB
CJI1J1 BCTAHOBUTHU MEPIOIUYHY MEPEBIPKY LITICHOCTI. Y MPOTHIIEKHOMY BUIAJKY MEPIOJTUUHO
MepEBIPATH IUTICHICTh (aililiB Ta Marok i po3AUIIB Ta MapaMeTPiB PeECTPy HE Mae MOTpedu —
TSl 3a0€3MEeUeHHSI IIUTICHOCTI JOCUTh TOCTIMHOT MepeBipKH.

Skmo napamerp o6’ exTM Oy NepeBipku LijsiicHOCT1 BU3HAUYa€e MEPEBIPKY
3aBaHTAXYBAJBHUX CEKTOPIB, MEPEBIPSIOTbCS BCl 3aBaHTaKyBalbHI CEKTOPH (DI3MUHUX Ta
JoriuHux auckiB. /s ¢aitnoBoi cucreMu, peecTpy Ta 0OJIKOBHX 3aIHUCIB MEpeik 00’ €KTiB,
10 NEepeBIPSIOTHCSA, BHU3HAYAETHCS JOJAATKOBUMH IapaMeTpaMM, sIKi OIHUCaH1 HIXKYe, Yy
. 4.2, 4.3 ta4.b.

Pa3om i3 ¢aitiamu, nankamMu Ta po3JUIaMU PEECTPy MEPEBIPAETHCS LUTICHICTh IXHIX
JIeCKpUNTOpiB Oe3mnexu (Juist GaiiiiB Ta Nanok — y TOMy BHIIaJKy, KOJIM BOHU 3HAXOJATHCS Ha
tomax NTFS).

J1s1 KO>KHOTO BUy 00’ €KTiB MepeBipKU (POPMYETHCS 1 3ar1aM’ AITOBYEThCS B1IMTOBITHUI
“BigOuTok”. Ilin yac mepeBipku Takuil ke “BiIOMTOK” (OPMYETHCS 3HOBY 1 MOPIBHIOETHCS 3
nornepeaHiM. Y pe3ysibTari MOpIBHAHHS CUCTeMa pOoOUTh BHCHOBOK IPO HAsSBHICTh 3MiH, a
BIJITaK 1 MOPYIIEHB I[1JIICHOCTI.

Jns  QopmyBaHHs BiOMTKa BCiX OO0’€KTIB, KpiM 3aBaHTaXyBaJbHHUX CEKTOPIB,
BUKOPUCTOBYIOTbCSI KOHTPOJIBHI CyMH (11. 4.6). 3aBaHTa)KyBaJIbHI CEKTOPH 3araM’ ITOBYIOTbCS
0e3mocepeHbO.
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OkpiM BHUSIBJICHHS 3MiH I/l Yac TMEPEBIPKHM MOXIIMBE BHHUKHEHHS CHUTYaIlli, SKi
3aBa)KAIOTh 11 MPOBEACHHIO. 3a CTYNMEHEM BaXKJIMBOCTI BOHU TMOJIISIOTHCS Ha TOMMJIKH Ta
TIOTICPEHKCHHSI.

Momunku — 1€ CHUTYaIlli, sIKi TOBHICTIO 200 YaCTKOBO YHEMOXKJIUBIIIOIOTH TIEPEBIPKY
(HampwuKIIaa, BiAMOBA B AOCTYMI A0 (ailry, sskuii mepeBipsieTbes). Y pa3i BUSABICHHS TOMUIKH
IIJTICHICTh BBAXKAETHCS TTOPYIICHOIO.

MorepedxeHHsT BUHUKAIOTh y TOMY BHUIAJKY, KOJHU BUSBJSIETHCS HEKOPEKTHICThH
napameTpiB NepeBipKH (HAMPUKIIA, OJHA 13 3a3HAYCHUX JUIS TEPEBIPKH TAIOK MICTUTHCSA B
iHmii). Taki cuTyarii HE NEPemKO/KAIOTh IPOBEACHHIO IEPEBIPKHM 1 HE BBAXKAIOTHCS
MOPYIICHHSAMH IIJTICHOCTI.

[TepeBipkr IUTICHOCTI 3JIMCHIOIOTBCSA TiJ Yac NepeOyBaHHS CHCTEMH B POOOYOMY
CTaHl Ta B cTaHl MPOQiTaKTUKH.

VY pasi BUSABIEHHS MOPYIISHHS IIJTICHOCTI CHCTeMa 3JIIMCHIOE aBapiifHE 3aBEPIICHHS
pobotn (1. 2.4) abo mepexoAWTh Yy CTaH BITHOBJICHHS — B 3aJIe)KHOCTI BijJ 3HAYCHHS
napameTpa KoHirypamii peakiis Ha  nopymeHHd — uisichHocTi. Skmo
3NIHCHIOETBCS aBapiliHE 3aBepIICHHS poOOTH, HA TOYATKy HACTYIMHOTO CEaHCY CHCTeMa
NOTPAIUISiE B CTaH BiTHOBJICHHS.

VY craHax BigHOBJIEHHS Ta ToHOBIEHHs [I3 mocTiiiHi Ta mepioguyHi TEepeBipKU HE
MIPOBOJISATHCSL.

[Tin yac BUXOMy 31 CTaHy BIAHOBJICHHS JUISI BCIX BUIIB 00’ €KTIB, IS SIKUX 3a3HAYCHA
nepeBipka TpU  CTapTi, 3HOBY TPOBOAMTHCSA TepeBipka IuTicHOCTI. Buxim 31 crany
3IIHCHIOETBCS JIMIE B TOMY BHIIAAKY, KOJH TE€peBipKa He BHABISE 3MiH (IIe O3HAYae, IO
BiTHOBJICHHs OyJ0 TpOBEACHE YCHIIIHO). Y BHIAAKy BHSBICHHS 3MiH IIPOTPaMHOTO
CEpEeIOBHINA CUCTEMA 3aJTUIIAETHCS B CTaHI BITHOBIICHHS.

[Tin wac Buxomy 3i cTtany noHoBJeHHs [13 3a OaxkaHHSIM aJMiHICTpaTOpa MOXe OyTH
chopMoBaHUil HOBUH “‘BiIOMTOK” MPOrpaMHOTO CEpPEIOBUINA, SKUW 3amam’STOBYETHCS IS
NOJAIBIINX TEPeBipoK. SIKIIO aAMiHICTPAaTOp BIAMOBISETHCS BiJ (HOpMyBaHHS HOBOTO
“BiMOMTKY”, BUX1JI 31 cTaHy rmoHoBIeHHs [13 BiOyBaeThCs 32 TUMU K MPaBUIIAMH, IO W BUX1]
31 CTaHy BiIHOBJICHHSI.

3BIT NP0 KOKHY NEPEBIPKY, SIKUH MICTUTH BIIOMOCTI NMPO BCl 3HAWJEHI Ta MPUUHSATI
3MiHH, IOMWJIKHU Ta MOMNEpeKEeHHs, 30epiraeTbes y Qaitni. s KoxkHOI rpynu 00’ €KTiB, 1110
NEPEBIPAIOTHCS, MOXKE OYTH 3aJJaHUIl OKpeMuil (ailnl 3BITY (ajne He 3a00pOHSIETHCA 3a3HAYUTH
JUIst BCIX 3BITIB OAMH (¢ain). ImeHa ¢aiiniB BU3HAYAIOTBCA TaKMMHU MapaMeTpaMu
KOH(Iryparii:

— iMm’'a Qganny 23BiTy Opo nepeBipkKy uimicHocTi odannir Ta
T1alrokK,

— iM’'g odanny 3BiTy HOpOo HepeBipky LijgicHocTi po3mijsir Ta
napaMeTpiB peecTpy;

- im’'s# banmy 3BiTY npo nepeBipky uisicHocTi
3aBaHTaxXyBaJIbHUX CEKTOP1B;

— iM’'ga odamny 23BiTy OpPO HOepeBipKy LijicHoOCTi OOJN1KOBUX
3anmcis.

Hnst xkoxHOTO 3 (haiimiB Moke OyTH 3aJaHWil TPaHWUYHUU pO3MIp, JUISI I[HOTO
BUKOPUCTOBYIOTHCS TaKi TapaMeTpH:

— TpaHMUHUN po3Mip Qanny 3BiTy OpOo HOepeBilpky LijdicHocTi
¢anniB Ta MDamnokx,

— TpaHMUHUN po3Mip Qanny 3BiTy OpPO HOepeBilpky LijdicHocTi
po3niniB Ta napaMeTpiB peecTpy;
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— TpPaHMUHMM PO3Mip o¢aniay 3BiTy NOpo InepeBipky uimichHocTi
3aBaHTaXyBaJIbLHUX CEKTOP1B;

— TPaHMUHMM PO3Mip o¢anay 3BiTy NOpo InepeBipky uimichHocTi
OON1iKOBUX 3amnmcis.

VY pa3i nepeBuIeHHS TPAHUYHOTO PO3MIPY CTapi 3alMCH BUAASIIOTHCS 3 haiy.

BinoMocTi mMpo OCTaHHIO MPOBEACHY MEPEBIPKY MOXKHA MEPETJITHYTH 33 JIOTIOMOTO0
nporpamu Moximop 3axucmy. I1in yac nmepeOyBaHHSI CHCTEMH B CTaHI BIHOBJICHHs 200 B CTaHi
noHoByieHHs [13 1151 mporpama JI03BOJISIE TAaKOK MPOBECTH MEPEBIPKY Ta NMPHUHHATH 3MIHH B
CKJIaJli IPOTPaMHOTO CEPEOBHUIIIA.

4.2 MNepeBipka ¢anniB Ta nanok

4.2.1 Mapamempu nepesipku

[epenik ¢aiiniB Ta Manok, siki NEPeBIPSIOTHCS, BU3HAYAETHCA TAaKUMHU MapaMeTpaMu
KOHiryparii:

— IHepeJsiik THNiB dannip s nepeBipkm LijiicHOCTI;

— TIepeJsiik manok nns nepeBipxm uismicHocTi;

— IepeJjiik Iamnok, IJjid HSKMX He 3IO1iMCHOEeThHCS IIepeBipka
uimicHocTi;

— HepeJsiik QamiB miydg nepeBipkm LijicHoCTI;

— nepesiik  darnir, 1my8  4AKkMX He 3BO1MCHIETBLCS IIepeBipka
nimicHocTi.

Tun Qaitny BU3Ha4aeThCs 3a oro po3mupeHHsM. [lepeBipiii miaaraoTe yci: Manku
Ta (Qaiinu, sKi BU3HAYAIOTHCSA MEpIIMMH JBOMa mepenikamu (yci 3a3HaueHi Mamku Ta BCi
daiinu 3a3HaYCHUX THUIIB, SKI 3HAXOASATHCS B 3a3HAYEHUX IalKax), Ta, JOJATKOBO, yci (aiinwu,
BKa3aHl B yeTBEpTOMY nepeniky. [lanku, BkazaHi B TpeThOMY IEpeliky, Ta ¢aiiny, Bka3aHi B
OCTaHHBOMY TIEPEITIKY, HE TIEPEBIPSIOTHCS.

JI71s KO’KHOT MKy 13 APYroro MepeiiKy MOXKHa 3a3HaYUTH, 110 TepeBipKa CTOCYEThCS
BKJIQJICHHUX TAMOK, — y IPOTHJICKHOMY BUIAJIKY MEPEBIPATUMYTHCS JIUIIE TaKi 00’ €KTH:

— cama Marka — Ha BHJIaJICHHsI Ta 3MiHHU JECKPUNTOpa Oe3MeKH;

— ¢aiinm, m0 B HIA 3HAXOIATHCA, — HAa 3MiHM, BUJAJICHHS, CTBOPEHHS Ta 3MIHU
JIECKPHUMITOPIB OE3MEKH;

— BKJIAJeHI Namnky nepumoro piBHsA (06e3 ¢aiiiiB, sIKi B HUX 3HAXOIATHCS) — Ha
BUJIAJICHHS, CTBOPEHHS Ta 3MIHH JIECKPUIITOPIB OE3MEKH.

B ycix mepenikax QaiiniB Ta mamnok A03BOJSETHCS BUKOpUCTaHHS 3MiHHOT %LOZA%,
sKa Mo3Hauyae KopeHeBy nanky cucremu JIO3A-1.

[Tapamerp nepemnik Tunie odannis mis nepeBipkm uismicuocTi cmifg
BCTAHOBUTH TaKUM YMHOM, 1100 MepeBipsuIuCh BCl (aiiinm, sIKi MOYKHA BBaykaTH (aiimamu, 1m0
BUKOHYIOThCSI, — O€3MocepeIHbo (sIK, Hanpukiaa, daitnmu *.exe ta *.dll abo ¢aiinu cuenapiis
*.cmd) abo omocepenkoBaHo (sIK, Hampukia, dainu apaiBepiB *.drv ado ¢aiinm mabdaoHIB
MS Word *.dot).

st Toro mo6 3a6e3neunTy MepeBipKy MITICHOCTI BCIX MPOTrpaMHUX 3ac00IB CHCTEMU
JIO3A-1, nans mapamerpiB rnepesiik  Tunie - bannie  nna nepeBipku
ninicHoCcTi, mepejyik manok nJja [OepeBipku LijgicHocTi Ta nepenik
Tunie ¢anmiB nna nepeBipku uisicHocTi BHU3HAuU€H! 000B’SI3KOB1 eneMeHTH (ix
HEe MO)KHA BUIAJMTH i YaC KOPUTYBaHHsS 3HAYCHb BIAMOBITHHX MapameTpiB). BiamosinHi
BiZloMOcTi HaBeJleHi B Tabnui A.1 y logatky A.
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4.2.2 Xapakmepucmuku, siKi nepeegipsirombcsi

[Tin ywac QopmyBanHa “BiZOMTKA” 3amam’sITOBYETbCA MEPETIK MamoK 3 iXHIMH
neckpuntopamu Oe3neku (s TomiB NTFS) Ta mepenik ¢aiuniB 3 IXHIME IecCKpUIITOpaMH
oesneku (s TomiB NTFS) 1 koHTponbHUMEU cymamu (11. 4.6).

VY pe3ynbTari nepeBipku MOXKYTh OYTH BUSIBJICHI TaKi MOPYIICHHS I[ITICHOCTI:

— 3MiHeHi daiinm;

— HOBI (Qaiiny;

— BHJaNeHi ¢aiiny;

— 3MiHEeHi JecKpunTopu Oe3nexu (aiiis;

— HOBI IaIKH,

— BHJQJICHHS MAIoK;

— 3MiHEHI JeCKpUNTOpH OE3MeKH MaIoK.

4.3 MNepeBipka po3ainiB Ta napamMeTpiB peecTpy

4.3.1 Mapamempu nepesipku

[lepenik po3aiiB Ta MapaMeTPiB PEECTPY, AKi MEPEBIPAIOTHCS, BUBHAYAETHCS TAKUMHU
napaMmeTpamMu KoHpirypariii cuctemu :

— IepeJliik po3OijiiB peecTpy IJiA MNepPeBilPpKM LiJI1CHOCTI;

— Tmepeyiik  po3mijiB peecTpy, OJA SAKMX He SIO1MCHIOETLCSH
neperipka uimicHocTi;

— IHepesyiik nmapaMeTpiB peecTpy IJ4 NepeBipkm LijgicHOCTI,

— Iepeyiik mnapamMeTpiB peecTpy, OIS SKMX He 3I1iMCHIETLCS
neperipka nismicHoCTi.

[lepeBipii MiAMATAIOTH yCi PO3MLIM Ta MapaMmeTpH, SKi BU3HAYAIOTHCS MEPIIUM
nepenikoM (yci 3a3HaueHl pO3AUIM Ta BCl MapaMeTpu, SKI 3HAXOASATHCS B 3a3HAUYCHUX
po3ainax), Ta, J0AaTKOBO, YC1 IMapaMeTpH, BKa3aHi B TPEThOMY Iepelniky. Po3ninu, Bka3zaHi B
Ipyromy mepeiiky, Ta mapaMeTpu, BKa3aHi B UeTBEPTOMY MEPeNiKy, He IEPEBIPAIOTHCS.

Jis KOKHOTO pO3IiUTy 3 TEpIIOro MepeNiky MOKHa 3a3Ha4uTH, II0 MepeBipka
CTOCY€ThCS BKJIAJIEHUX MiJIPO3JALTIB, — Y MPOTUICKHOMY BHIIAJKy MEPEBIPATUMYTHCS JIUIIE
Taki 00’ €KTH:

— caMm pO3[iI — Ha BUJAIICHHS Ta 3MIHU JECKpPUNTOpa Oe3MeKH;

— TapaMeTpH, 10 B HhOMY 3HAXOJSTHCS — Ha 3MiHH, BUJJAIICHHS Ta CTBOPEHHS;

— BKJIAJEHI pO3JAUIM TMEpUIOro pIiBHSA — Ha BHJAJIEHHS, CTBOPEHHS Ta 3MiHHU
JIECKPUNTOPIB OE3MeKH.

Jns Toro mo6 3abe3MeyuTH MEepeBIPKY LITICHOCTI PO3AUIIB PEECTPY, Yy SKUX
30epiratoThCsl mapaMeTpu KOHirypaiii cucTeMu, 10 Hapamerpa nepesiik posninis
peecTpy InOJg 1nepeBipku uijmicHocTi  OOOB’SI3KOBO  BKIIIOYAETHCA  PO3ILIT
HKEY_LOCAL_MACHINE\SOFTWARE\NIlavtoprom\LOZA-1 1 BU3HAYACTHCS nepeBipka
BKJIaJICHUX Y HBOTO po3aimiB (Tabmuit A.1 y Jlonatky A). Bumanutu tieii po3zin i3 mepemiky
HEMOKJTUBO.

4.3.2 Xapakmepucmuku, siKi nepegipsirombcsi

[Tin uyac dopmyBaHHS “BiAOMTKA” 3amam’ATOBYETHCS MEpPETiK PO3AUIIB 3 IXHIMH
JICCKPUIITOPaMH O€3MeKH Ta Mepeltik mapamMeTpiB 3 IXHIMU KOHTPOJIbHUME cymamu (11. 4.6).

VY pe3ynbTati nepeBipku MOXKYTh OyTH BUSIBJICHI TaKl MOPYIIEHHS LITICHOCTI:

— 3MIHEHI TapaMeTpH;

— HOBI IMapameTpu;
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— BWJAJICHI MTapaMeTpH;

— HOBI pO3/iNH;

—  BWJIAJICHI PO3/IiJIH;

— 3MiHEHI JEeCKPUIITOPH O€3MEKH PO3IiIiB.

4.4 MNMepeBipKa 3aBaHTaXXyBallbHUX CEKTOpPIB

[TepeBipsitOThCS 3aBaHTAXyBAJIbHI CEKTOPH BCIX (PI3MUYHUX Ta JIOTIYHUX JUCKIB. [{ist
NOJANIBIINX TOPIBHSAHB 3amaM’ sSTOBYEThCS HE KOHTPOJIBHA CyMa CEKTOpa, a BECh CEKTOp
Oe3mnocepeiHbO (116 HE BHKJIMKAE HAIMIPHUX BUTPAT TUCKOBOTO MPOCTOPY, OCKUIBKH OJIMH
3aBaHTAXYBaJILHUM CEKTOp 3aiimMae 512 GaiTiB).

VY pe3ynbTari nepeBipku MOKYTh OyTH BUSBIICHI TaKl MOPYIICHHS IIIICHOCTI:

— 3MiHEHI CeKTOpH;

— HOBI CEKTOpH;

—  BHJIQJICHI CEKTOPH.

4.5 MNepeBipka o6nikoBux 3anucie

4.5.1 NMapamempu nepesipku

[TepeBipsiroThes BC1 OOMIKOBI 3aMKCH, sIKI MICTATBCS B 0a3i oOmikoBux 3amuciB OC, 3a
BUHSATKOM THX, fKI 3a3HayeHi B mapaMmeTpi KoH]irypamii rnepesiix o06saikoBUMX
3anmcie, IOJ4 SKMX He 3O1MCHIOETbCHA NepeBipka uimicrHocTi.

4.5.2 Xapakmepucmuku, siki nepesgipsirombcsi

[Tin yac QopmyBanHs “BiAOUTKA” 3amaM’sSITOBYETHCS MEPENiK OOJIKOBUX 3aIlHCiB
JIOKAJIbHUX TPYN Ta KOpUCTyBauiB. [[si KOKHOI rpymu 3amam’STOBYIOTbCS ii WiIEHH, IS
KOKHOT'O KOpPUCTyBaya — IHTerpajbHa KOHTposibHA cyma (1. 4.6) ycix HOro BIacTUBOCTEN:
iMeH1, TOBHOTO iMEHi, CIIEHapilo BXOy Ta iH.

VY pe3ynbTari nepeBipku MOXKYTh OYTH BHSIBJICHI TaKi MOPYILIEHHS I[ITICHOCTI:

— HOBI Tpyny;

— BHJAJEHI TpyIy;

— HOBI YWICHHU TPYyI;

— BHJIAJIEHI YJICHHU TpYI;

— 3MiHEHI KOpUCTYBaui;

— HOBI KOpUCTYBaul;

— BHJIAJIEHI KOPUCTYBaui.

4.6 O64YNCNEHHSA KOHTPOJIbHUX CYM

Jlns BijcTexkeHHs 3MiH 00’ €KTiB ((aiiiB, mapamMeTpiB peecTpy Ta 0OIIKOBHUX 3aIUCIB)
BUKOPUCTOBYIOTbCS 1XHI KOHTPOJIbHI CYMH — CIIELiaJIbHI YUCIIA, K1 3 BUCOKOI HMOBIPHICTIO
€ YHIKaJIbHUMHM JUI BMICTY 00’ €KTa.

KoHTponbHI CyMH MipaxoBYIOTbCS 32 JIOTIOMOIOI0 TOIIMPEHOT0 METONy, SKHM
HA3UBAETHCSA MUKITIYHUM KoHTpoiieM 3a HaanumkoMm (CRC — Cyclic Redundancy Check). Bin
3abe3nedye BUABICHHS 3MiH 3 iMOBipHicTIO 1-2™, e n MO3HaYae PO3PSAAHICTH KOHTPOIBHOI
cymu. [l migpaxyHky oOpaHo n =32, TOMY BIJNOBIJHA MMOBIPHICTh JOPIBHIOE MPUOIU3HO
0,99999999976.
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5 PeecTpauisa nogin

[Tin gyac poOoTH cucTeMH BiIOyBAa€ThCS peecTpallis pisHOMaHITHUX moxii. Lli momii
MOJIIISIOTHCS HA JIBl TPYIIH:

— mopii, moB’s3aHi 3 pOOOTOI0 CUCTEMU;

— Topii, moB’s3aHi 3 PeECTpaLli€ro i KOPUCTYBaYiB.

[ToBHMIT mepemik nofiH, ski peectpye cucrema JIO3A-1, naBenenuii y lonatky b.

5.1.1 Peecmpauist nodit, noe’sizaHux i3 po6omotro cucmemu

Snpo cuctemu peecTpye BCl BaKIIMBI MOJI1, sIKi TTOB’s13aHi 3 11 GpyHkiioHyBaHHsIM. Lle
Taki MOAll, SIK MOYaTOK pOOOTH Ta 3aBEPIICHHS POOOTH CHUCTEMH, BHUSBJICHHS IOPYILEHb
IITICHOCTI, MPUUHSTTS 3MIH y CKJIaJi MPOrpaMHOI0 CEepeIoBHINA 1 T. iH. BOHH MOXYTh MaTH
THII IHpopmauis, MonepedxeHHs abo Momurika.

Jlns peectpamii nux moxii (3rigHo i3 3arampHONpHitHATAME B WINAOWS mpaBuiammu)
BUKOPHCTOBYETHCS YKYpPHAJ MPUKIATHKUX Tporpam (XKypHan npunoxeHud, Application Log).

[Tonii peecTpyroThes BiJ iMeHI Jxkepena LOZASystem. BoHu po3noisieHi MiK TaKUMH
KaTeropisiMu:

-~ po6oma cucmemu (TIOYATOK Ta 3aBEPILICHHS POOOTH CUCTEMH, 3MiHA CTaHY CUCTEMH
Ta iH.);

—  yinicHicmb (BUSABIIEHHS OPYIIEHD LUTICHOCT1, MIPUUHSTTS 3MiH Ta 1H.).

5.1.2 Peecmpauisi 0iti kopucmyeadie

Jns peectpaiii i KOpUCTYyBa4iB BUKOPUCTOBYEThCS XypHan 3axucmy (1. 5.1.3).
Binnosinui moxii marote THII Aydum ycnixie abo Aydum eidMoe 1 peecTpYIOThCsS Bif iMeHi
Jokepena LOZAAudit. Boru po3moiijieHi Ha Taki KaTeropii:

— exid/euxid (Bxin xopuctyBauiB o cuctemu JIO3A-1, 3miHa mapois KOpUCTyBaua,
BHUXIJI 13 CHCTEMHU Ta iH.);

— poboma 3 npozpamamu (3aIyCK Ta 3aBEpUICHHS POOOTH MPHUKIATHUX IPOrpam
CHCTEMH);

— KepyeaHHsi docmyrnom (KOpUTYBaHHS 0a3u JaHUX 3aXUCTY);

—  KepyeaHHsi cucmemoto (3MiHA CTaHy CHCTEMH, BU3HAUEHHS [TOYATKOBOTO CTaHY JUIS
HACTYIHOTO CEaHCy poOOTH Ta iH.);

—  KOHepieypauisi (4NTaHHS Ta 3MIHA 3HaYEHb apaMeTpiB KOHPIryparii);

— docmyn do OokymeHmig (ANTaHHS, KOPUTYBAHHSA, JPYK JOKYMEHTIB, KOPHTYBaHHSI
aTpuOyTIB JOCTYIy TOKYMEHTIB Ta 1H.);

— Qdocmyn 0o 6a3 dokymeHmie (YMTaHHS 0a3H, CTBOPEHHS JOKYMEHTIB, KOPUTYBaHHS
0a3u Ta iH.).

Y ToMy BMNajKy, KOJM BHACIIAOK 30010 peecTpaiis MOAIM y XKypHall 3aXHCTy
HEMOJKJIMBA, TOJii PEECTPYIOThCA B KypHalIi mpukiagHux mporpam Windows Bix imeHi
Jokepena LOZAAudit (Ticiist moJaroPKeHH AKypHaITy 3aXUCTY BCl BOHM OyIyTh IMIIOPTOBAHI /10
HBOTO).

5.1.3 XXypHan 3axucmy

XKypnan 3axucTy npu3HaueHUH Ui TOTO, 11100 310paTH B OAHOMY MEpeNiKy Bci MO/II,
noB’s13aHi 3 6e3nexoro iHpopmaii. Llei xypHan popmyersest 3acobamu cuctemu JIO3A-1 i3
NOJii, 3apeecTpoBanux y xypHanax Windows (y Tomy 4mci moaiid, siki Oynu 3apeecTpoBaHi
B JKypHaJIi NMPHUKIAJHUX TPOrpaM Bia iMeHi Jukeperna LOZASystem), a TakoX 3a PaxyHOK
Oe3mnocepeHbo1 peecTpailii nmoii aynuta (1. 5.1.2).
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[Tim yac poboTH cUCTEeMHU BiAOYBa€ThCS aHATI3 MOJIN, SIKI 3 ABJISIOTHCA B JKypHaJlax
Windows, i vacTuHa momiii IMIOPTYETHCSA A0 JKypHAIy 3aXHCTy, IO HAJa€ MOXKIUBICTH
neperiisiay BiaiOpaHux mojiid Ta ¢GopMyBaHHS JOBUIBHHX MPOTOKOMIB poboTu. Te, sKi came
o1 IMITOPTYIOTHCS, BA3HAYAETHCS JBOMA MTapaMeTpaMu KOHQIryparii:

— nepenik nomim, gxi IMOOPTYITBCS OO XyPHAJNy 3axXUCTY;

— iMHoopTyBaTM BC1l IIOMMIIKM.

[TapameTrp nmepenik momii, gki IMOOPTYIOTBCS OO XypPHAJy B3axmUCTy
JIO3BOJISIE JUTSI KOXKHOTO JKypHaly Ta Jukepena momid Windows Bkasatu momii, ski citif
IMIIOPTYBATH A0 KypHAILy 3aXucTy. [t KoxkHOT moaii Moxe OyTH 3ajaHa JTOBUIbHA KIIBKICTb
YMOB IMHIOPTY. SIKIIO CHpaBIKyeThCs Xo4a O ofHA 3 yMOB, Mojis iMmopTyeThcs. Koxna
YMOBa MOKE€ MICTHTH TaKi €JICMCHTH:

— THI TOKIT;

— 1M’s KOpUCTyBaya, BiJl IMEH1 SKOTO TOIis OyJa 3apeecTpoBaHa;

— TepeNiK PsIKiB, KOXKHUHN 3 IKUX MOBUHEH MICTUTUCH B OIIUCI MOJIIT;

— TepeNiK psIKiB, KOKHUHN 3 IKUX HE TTOBUHEH MICTUTHCH B OIUCI MOi.

PexomennoBane  3Ha4eHHs Ui IapaMmeTrpa Irepejik  nonmiy, axi
iMIOOPTYOTBCS IO XypHajly B3axucTy (BOHO BCTaHOBJIIOETHCA 32 YMOBYAHHSM)
HaBeleHe B [lonatky A.

Sxmo mapameTp iMnopTyBaTX BC1 OMMIIKM Ma€ 3HadeHHs Tak, yci momii 3
xypHaimie Windows, ski MaiTh THI [lomurika, IMIOPTYIOTbCS [0 JKypPHAITy 3axHCTy
(He3aJIeXKHO BIJ TOTrO, YW 3a3HA4eHI BOHUM B MapaMmeTrpi mnepesik nomin, sxi
iIMIOPTYRTBCA IO XypPHAJly B3axucTy).

Immopt moaiii BinOyBaeThCsl MOCTIHHO mia Yac podotu cuctemu. Ha mouatky pobotu
cuctema mneperisiae kypHann Windows i 3a HEOOXiHOCTI PeecTpye B KypHANI 3aXHCTY
o1, sIKi 3’ IBUJIUCH TICIISl OCTAHHBOTO 3aBEPIIEHHS i1 poOOTH.

Kypuan 3axucty 30epiractees y odaitni %LOZAY\Security\Log\SecLog\seclog.lzl.
['pannunuii po3Mip 1poro ¢aily BU3HAYAETHhCA MapaMeTpoM KOHQIrypauii rpaHMuHMT
posMip xypHasy 3axucTy. llicas MOCATHEHHS TPaHUYHOTO 3HAYEHHS HOBI MOl
3aMUCYIOTHCS 3aMICTh CTapHX.

Jnist 30epexkeHHs 3apeeCcTPOBAHUX paHillle MOoii 3A1CHIOEThCS pe3epBHE KOMIFOBAaHHS
KypHaiy 3axucty. PesepBHi komii 30epirarorbes B mamii %LOZA%\Security\Log\Backup.
@aiinu xomiil MalTh iMeHa Lg<ddmmyy>_<nn...n>.lzIl, 7e ddmmyy Mo3Ha4yae AaTy CTBOPEHHS
KOMiI (JIeHb, MICALb Ta OCTaHHI JIBI LU(PU POKY), @ NNn...n — HOMEP KOIii *KypHaly, CTBOPEHO]
B NeBHUM JeHb. OcTaHHsS pe3epBHAa KOMiS 3HAXOAWUThCS Yy Qaifnmi Lastlzl. Yei monii, siki
PEECTPYIOTHCS B KYPHAIl 3aXHMCTY, OJHOYACHO AYOIIOIOTHCS B I[bOMY (ailni. AnMiHICTpaTOp
MOY€ HacTPOiTH CHCTEMY TaKMM YMHOM, IIO CTapi pe3epBHI KOMii KypHAIy 3aXUCTy OyIyTh
MOCTYIOBO BHAAIATHCH (1. 5.1.5).

Jns poGoTu 3 KypHAJOM 3aXHUCTy Ta 3 HWOT0 pe3epBHUMM KOMISMHU IMpHU3HAYeHa
nporpama Ayoumop. BoHa 103BosIsI€ IeperisgiaT KypHall, HaJlae 3py4Hi 3aCO0M JIJIsl OLIYKY
noJii, no3Boiisie (opMyBaTH 3BIT HpO HeOE3MeuHi MoJii, CTBOPIOBATH MPOTOKOIM poOOTH
CHCTEMH, a TAKOX MPAIIOBATH 3 KOMIsIMH XKYpHaITy Ta 30epiraT >KypHaj y BUIIIAII (aiiiy.

5.1.4 Hebe3ney4yHi nodii

5.1.4.1 MlepeJtik HeGe3MeUHUX MOii

Jesxi 3 mopiil, mo (QIKCyIOTbCSI B JKypHaJIl 3aXUCTy, CBiAYaTh MPO MOXIIHBE
nopytieHHs 0e3neku iHpopMmariii. Taki Mol Ha3UBAIOTHCS He6e3neyHuMU, TIEPETTIK ITUX TTO1i
BHU3HAUYAETHCS JIBOMA MMapaMeTpaMu KOHQIryparii:

— nepenik HebeszMNMeuyHUX NNOIOiwN;
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— BBaXaTM IIOMUJIKM HeOe3MNeUHUMM 101 saMu.

Ilepmmii mapamMeTp Mae Ty K CTPYKTypy, IO ¥ mapameTp nepejik mnoxnii, saxi
iMmopTynThECa OO XypHasy szaxucty (m. 5.1.3).

Skmo npyruii mapameTp Mae 3HaueHHsS Tak, YCi Mojii, 3apeecTpoBaHi B KypHAaJi
3aXMCTy MiJ Yac poOOTH CHUCTEMH, SKI MalOTh THN [lomunka, BBaXKAIOTHhCS HEOE3MEUHUMU
(He3aJIeXKHO BiJl TOTO, UM 3a3HAYCHI BOHU B TIEPIIIOMY ITapameTpi).

Hebe3neunnmu MoOXyTh OyTH jmmie Ti moii, siki Oyiau IMIOPTOBaHI 10 KypHAIy
3axucty. ToMmy monii, 3a3HadeHi B mapaMmeTpi nepesiik HeBGes3NneuHuxX MOnii, ale He
3a3Ha4YeHI B MapaMeTpi repejiik nomir, gki 1IMIOPTYOTBCS OO XypHAJY
3axucTy, HeOE3MEYHUMHU HE BBAXaTUMYThcs. KpiMm Toro, moaii mkepena LOZAAudit, ki He
IMIIOPTYIOTBCSI, @ PEECTPYIOTHCS B JKypHAIl 3aXHCTy 0e3MocepeHb0, HE MOXKYTh BBaXKATUCS
HEOE3MEeYHUMU.

PexoMenioBane 3Ha4eHHS [UIs TapaMeTpa repesiik Hebesneunmx nonin (BoHO
BCTAHOBIIIOETHCS 32 YMOBUYaHHAM) HaBeaeHe B Jlonatky B. Crix 3BepHyTH yBary Ha Te, 11O B
JeSIKUX BUIMAJKaX 3a3HAYeHI MOl PEeCTPYIOTbCS BHACTIIOK LIUJIKOM O€3MeYHHX il —
BIJIMTOBI/THI ITOSICHEHHS TaKOXK HaBeaeHi B JlomaTky B.

5.1.4.2 Peakuis Ha He0e3nmeuHi moxaii

VY cucremi nepeadayeHi Tpu CocoOu pearyBaHHs Ha HeOE3MeyHi Mmomii:
— CTBOpEHHS 3BITY PO HEOE3MeUHi MoIii;

— 3BYKOBA CHTHAI3aIlis;

— 3MiHa CTaHy CUCTEMH.

Cucrema pearye nuine Ha Ti HeOe3MeUH1 MOii, SIKi PEECTPYIOTBCS B KYPHAII 3aXHCTy
mig yac pobotu cuctemu. HeGesneuHi mopii, iMOOPTOBaHI MmiJ 4Yac MEperisALy >KypHaJliB
Windows Ha noyatky podotu cuctemu (1. 5.1.3), He BUKJIMKAIOTh PEAKIIii.

5.1.4.2.1 3¢im npo nebes3neuni nooii

Onpa3y micist peecTparii B JKypHajl 3axuCTy OyIb-IKO1 13 3a3HAUYEHUX TMOJii
ABTOMATHUYHO CTBOPIOETHCS 36im rpo Hebe3neyHi nodil. Y 3alie:KHOCT1 BiJl 3HAYEHHS MapaMeTpa
KoH(pirypamii cTBOpeHHs 3BiTy mnpo Hebesneuni monmii 3BIT MoOXxe OyTH
Ha/IpyKOBaHMI Ta/a00 30epexeHuit y daiini.

daiinu 3BiTiB 30epiratroteest y popmati RTF B mamii %LOZA%\Security\Log\Report i
MaroTh iMeHa Rp<ddmmyy>_<nn...n>.rtf i, 1e ddmmyy Mo3Ha4yae AaTy CTBOPEHHsI 3BiTY (JIeHb,
MiCsIIb Ta OCTaHHI JAB1 LU(PH POKY), a nn...n — HOMEP 3BITY, CTBOPEHOTO B IEBHUM JIEHb.

BriponoBx ogHOro ceancy poOoTH Bei 3BITH 30epiratorbes y ¢aiiii 3 OTHUM 1 TUM XKe
iMEHeM, TOOTO KOXHHMHM HOBMH 3BIT ,,3aTHpae” nonepenHiil. Lle He nmpu3BoaANUTH 10 BTpaTu
BIIOMOCTEIl Mpo HeOe3meuHi Mojii, OCKUIBKU BIPOJOBXK ceaHCy poboTu iHdopMmallis mpo
HeOe3nevHi MoJ1ii HaKOMUYy€eThCS.

®opma 3BiTy HaBeneHa B Jlogatky I'. BiH MICTHTH KiJBKICTh Ta 1I€HTH(IKATOPH
BUSIBJICHUX MPOTATOM CeaHCy poOOTH Hebe3neuyHux noiil. BioMocTi mpo BUSBIEHI TOMUIIKU
HaBOJATHCS OKPEMO.

Jpyk 3BiTy a00 BUHUKHEHHS (paiiTy 3BITYy Ha JUCKY CIYTy€ aJMiHICTPATOPy CUTHAJIOM
PO MO>KJIUBE MOPYILIEHHS Oe3nekH iH(opmartii.

3a HeoOXimHOCTI 38im npo HebesneyHi nodii MOXHa c(opMyBaTH 3a JIOMOMOTOIO
nporpamu Aydumop (MeHI0 [Tpomokonu).
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5.1.4.2.2 3e6yKkoea cuznanizayin

SAxmo mapameTp KoHQirypamii 3BykKoBa CHI'Hajizauig npo HebBesmneuHi
nmonii Mae 3HAYEHHS Tak, PeecTpamis B JKypHaJli 3aXHUCTy KOXHOI HeOe3nmedHoi mofii
CYIPOBO/UKYETHCS 3BYKOBHM CHTHAIIOM, SIKH BigmoBigae crangapTHi momii Windows
Kpumuueckasi owu6ka.

5.1.4.2.3 3mina cmany

Skmo mapamerp KoH@irypamii 3MiHOBAaTKM CcTaH niciag Hebes3neuHol
nonii mae 3HaYeHHS [lepexid y cmaH npoghinakmuku abo epexid y cmaH 8i0HOBMEHHs!, OJPa3y
MicIIsl peecTparii B )KypHajl 3aXUCTy HeOe3MeuHOoi Moail CUcTeMa Tepeiiie B YKa3aHUi CTaH.
ITepexia BimOyBa€eThCs JIUIIE B TOMY BHIMAJAKY, KOJH IIiJl 4ac peecTparlii Hebe3neyHoi momii
cucreMa nepedyBae B poO0OYOMY CTaHi.

5.1.5 BudaneHHs1 cmapux 3e8imie ma Konil XypHaJsy 3axucmy

Jis Toro mo0 He 3axapanryBaTH JKOPCTKHHM JHUCK KOIMISIMH JKypHalTy 3axHCTy Ta
3BiTaMu Mpo HeOEe3MeyHi Mo/Iil, MOXKHAa BUKOPHCTATH aBTOMAaTHYHE BUAAJICHHS CTapHX KOIIiH.
[TpaBuna BuAaneHHs] BU3HAYAIOTHCS TAKUMHU MapaMeTpaMu KOHDIryparii:

— BMIOANATM CcTapili 3BiTM Ta komil XypHaly 3BaxmuUCTy;

— MaKCMMaJIbHMM Bik 3B1iTiB Ta KOMNiM XypHaly 3axXmucCTy,

— BMIOAJATM JIMIIE apxXiBH1 3BiTM Ta KOMOil XypHaJly B3axucCTy.

[lepmmii mapameTp BU3HAYa€, YM BiOYBa€ThCS aBTOMATHYHE BHJAJICHHS 3BITIB Ta
KOMii JKypHaTy 3aXUCTy, IPYTHil JO3BOJISi€E BCTAHOBUTH MaKCHUMaJbHUM BIK (ailniB, sKi HE
BUIAIAIOTHCS (Y JHSX), 32 JJOIOMOTOIO0 TPETHOTO MapaMeTpa MOKHA 3a00pOHUTH BHIAJICHHS
daiiniB, Uil AKUX BCTAHOBJIIGHUN aTpuUOYT apxigHul (3BUYAlHO, Iell aTpuOyT 3HIMAIOTh
IPOrpaMH PE3EPBHOTO KOTIFOBAHHS).

5.1.6 lMpomokonu pobomu cucmemu

Ha nincraBi nofii, 3apeecTpoBaHUX y KypHaJll 3aXUCTY, IporpaMa Ayoumop 03BOJISE
CTBOPUTH TaKl IPOTOKOJIH:

— TPOTOKOJ PYKY IOKYMEHTIB;

— TPOTOKOJI 32 BUOOPOM.

lMpomokon dpyKy CTBOPIOETHCS 3a 1aTOI0 UM IHTEPBAJIOM JIaT.

VY npoTokodi JpyKy 3a3HaudaeThecs 1HQOpMaIlis, sfKa CTOCYeTbCsA MOl JKepena
LOZAAudit: Cnpoba Opyky OokymeHma (kareropis Locmyn do OokymeHmie, xonx 58004). Ilpo
KOXHY MOJII0 JPYKY B IPOTOKOJII 3a3HAYAETHCS Taka 1HPOpMaIis:

— JaTa Ta yac JpPYyKY JTOKyMEHTa;

— 1M’s KOpUCTYyBaya, 10 JPYKyBaB IOKYMEHT;

— 1M’s KOMIT FOTepa;

— TIPUHTEP, HA SIKOMY HA/IPYKOBaHHH JJOKYMEHT;

— Ha3Ba JOKYMEHTa;

— Tpu( CEKPETHOCTI TOKYMEHTA;

— 00JIKOBUI HOMEp TIOKYMEHTA;

—  KUIBKICTb IPUMIPHHUKIB;

— KUIBKICTb apKyIliB B OJHOMY IIPUMIPHHUKY.

®dopma mpoTOKOITY ApYKY HaBeaeHa B Jlogatky I'.

Mpomokon 3a eu6opom CTBOPIOETHCS 3a BKAa3aHHUMM KpUTEpisIMH Binbopy (3a Bcima
MOJTISIMU, 32 SIKOIOCH TIOTIET0, 32 KATETOPI€r0 TOIii, 3a TisIMU TIEBHOTO KOPUCTYBaya Ta iH.).
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[IpoTokonu cTBOprOtOTHCS Y BUTIIsAL daiiniB y popmarti RTF, onpasy micis cTBopeHHS
BUKJIMKAETHCs Tiporpama Microsoft Word it neperisiy mpoTokoy.

5.1.7 Monimuka ayduma cucmemu JIO3A-1

AynuTt — 11e peecTpauis Iiii KOpUCTyBadiB, SKi MOB’s3aHI 3 O€3MeKor cucreMu. Y
TOMY pas3i, KOJIM KOPHCTYBa4d OTPUMYE J103B1J HA BUKOHAHHS [Iil, PEECTPYETHCS MOIis, sIKa Ma€e
U Aydum ycrixie, y TIPOTHUIICKHOMY BHIIAJIKy — HOJis, siKa Ma€e Tuil Aydum sidmos. TlomiTuka
ayauTa BU3HAYAE, SKi 13 IUX Ji{ MiAJATaloTh peecTparii.

[Tomituka ayguta cuctemu JIO3A-1 BH3HAYa€ThCS OJHOWMEHHUM IapamMeTPOM
KoH(pirypamii (mapamerp noJsiiTuxka aymouTa) i CTOCYeThCS JHILIE MOAIN, SIKI HaJeXaTh 0
Joxepena LOZAAudit. AyIuT BCTAaHOBITIOETHCS JIsl KATEropii Mo, HaBeAeHuX y 1. 5.1.2:

—  BXiA/BUXIT;

— po0orta 3 nporpamamu;

— KepyBaHHS JI0CTYIIOM;

— KepyBaHHS CUCTEMOIO;

— KoHIrypaiis;

— JIOCTYII 10 IOKYMEHTIB;

— JocTyn a0 6a3 T0KyMEHTIB.

Aynut Moxe OyTH BCTAHOBJICHHH OKPEMO JUIsS PI3HUX BHUIIB JIOCTYIY, a TAKOX JUIS
VCHIIIHUX Ta HEBIAIHMX crpoO moctymy. Jlng mapamerpiB KoHGirypaimii ayaiutr Moxke OyTu
BCTAHOBIIGHUH MM PI3HUX Tpyn mnapamerpiB (tabmuus A.2). Jns moxiit moctymy o
JIOKYMEHTIB ayJuT MOXe OyTH BCTAHOBJICHHH IS PI3HUX THIIB JOKyMeHTa (mokyment Word
a0o tabmui Excel) ta piBHIB 1OCTYIy JOKyMEHTA, a JUTst Oi# JOCTYIy 10 0a3 TOKYMEHTIB —
y 3aJIeKHOCTI BiJ] MAKCUMAIIBHOTO PiBHS IOCTYIY 0a3H.

AyIUT JOCTYIY 10 TOKYMEHTIB Ta 0a3 JOKyMEHTIB JI0JIATKOBO PETYIIFOETHCS CITUCKAMHU
JOCTYITy JOKYMEHTIB Ta 6a3 gokymenTiB (mm. 3.2.1.5, 3.2.2.1)

3HaueHHS 3a YMOBYaHHAM UIA ITapaMeTpa [IOJI1THMKA ayIMTa HaBEICHE B I[O,I[aTKy
A.
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OOAOATOK A. NMapameTpu KoHcpirypauii cuctemm

VY upoMy 101aTKy HaBEJICHUU MOBHHMM Mepelik mapamerpiB KoH]irypaumii cucteMu
JIO3A-1, a TakoX pi3HOMaHITHI TEXHIYHI BIJOMOCTI PO MapaMeTpu KoHpiryparii.

[ToBHmit TekcT poxatky wMictuthes y aini LOZA-1_SecDescr_A.pdf, skuit
3HAaXOUThcA B mamnui DOC Ha TucTpuOyTUBHOMY TUCKY CHCTEMH.
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OOAOATOK b. MNMogaii, siki peecTpyroTbLCA CUCTEMOIO
JIO3A-1

Y 1upoMy [0AaTKy HaBEACHWH TIOBHUW TIEpPENIK TMOJiH, SKI PEECTPYIOThCS
nporpamMHuMu 3acobamu cuctemMu JIO3A-1 y skypHaI 3aXHCTy Ta y JKypHaIi TPUKIATHUX
nporpam Windows.

[ToBHuii TekcT momatky wictuthess y (aim LOZA-1 SecDescr B.pdf, sxwii
3HaXoJUThCA B manii DOC Ha nucTpuOyTUBHOMY JUCKY CUCTEMH.
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OOOATOK B. lNepenik Hebe3ne4yHUx noain

[Tix yac pobOTH cUCTEeMH MOXXYTh BUHUKATH MOJil, HA SKi CIIiJi 3BE€PHYTH OCOOJIUBY
yBary, OCKUIbKHM X BUHUKHEHHS MOXE CBIAYUTH MpO crpody (abo MiAroTOBKY 10 CIIPOOH)
HECaHKIIIOHOBAHOTO JIOCTYITy /10 iH(popMarii. SKIo Taki MoAil peecTpyrOThCs MPOTATOM JHS,
BiMoOBigHa iH(oOpManis (ikcyeTbes y 3BiTi mpo HebesmeuHi nopii. Ilepemik mux momii
BU3HAYAETHCS MAapaMeTpoM KOH]irypamii cuctemMu nepesik HebesneuHux noxii. 3a
YMOBYAHHSIM y TIEPEJIiKY MICTAThCS MOii, HaBeaeHl B Tabuili B.1 Yci BoHM peecTpyroThes B
xypHaui Security Windows i MaroTh Jkepesio Security. Y CTOBITUYHKY [10SiCHEHHS BKa3aHO, SIKUM
caMme JisM KOPUCTYBadiB BOHH BiIIOBIIAIOTh.

ButsmricTs 13 nUX IIOAIA HE IOBUHHI 3 ABJISTUCH Iicid 1Hcramamil cucremu JIO3A-1
a00 MOXYTh 3’SBISITHCH JIMIIC Y BUKITIOYHUX BUIAAKaX (HANPUKIIA, 3MiHA TMOJITUKH ayJanuTa
Windows). Taki mozii B OCTAaHHBOMY CTOBMYHMKY TaOMIIi TOMideHi 3HAKOM OKIHKY. IX
BUHHKHEHHsI IMOTPeOye HETalHOTO aHali3y MPUYUH iX MOSBH 1, B pa3i HEOOXITHOCTI, BKHUTTS
BIJIIIOBITHUX 3aXOJIIB.

[ momii MOXXYyTh BHHHKATH IIiJlT 4ac POOOTH CHUCTEMH B pe3yibTaTi 3BHYAMHOL
pobotu anminictpaTtopiB. Lli mozii momiueHi 3HAKOM MHTAaHHS, a B CTOBIYHKY [TOSICHEHHS
JIOJJATKOBO BKA3aHO, B SIKUX BUIAJIKaX IX BHHUKHCHHS € Oe3leyHuM. B iHIIMX BHIagKax
MosiBa TaKUX MOJIM MoTpedye Takoi kK peakilii, ik 1 BAHUKHEHHS MOJIii MepIIoi rpymu.

Taomuus B.1
Karero-| Kox Ormmuc IlosicHeHHs
pis (YKpalHCHKOIO MOBOIO)
Cuc- 516 Bruepmani BHYTpIlIHI pecypcH, BUAUICHI IS [Nonis BUHMKaE B pa3i 30010 i 9ac
TEMHOE Yepru MOBiJOMIICHb ayAUTA. 3MiCHEHHS ay/IUTa, IO NPH3BOIUTE ||
coObITHE MoxnrBa BTparta JesKUX pe3ysIbTaTiB ayIuTa. JI0 BTPATH YaCTHHH 3alKCIiB ayqura |
KimpKiCTh BiIXWICHUX MOBIIOMIICHB ayIuTa: <...>
Cuc- 517 OumniLEeHHS )KypHalTy ayauTa [onis BUHKUKAE IPU OYUIICHHI
TEMHOE OcHoBHHII KOpUCTYBay: <...> KypHaiy 6e3nekn Windows (To0TO
coObITHE Homen: <..> BHJIAJICHHI 3 HHOTO BCIX ITOJIII)
Konx Bxomy: <...> !
KopucryBau-kimienT: <...>
JomeH kiienTa: <...>
Kon BXOY KiieHTra: <...>
Hoctym x |560 BinkpuTrs 06’exta [Mois BUHUKAE MPH JOCTYII JI0
00b- Cepsep o0’exra: <...> 00’€eKxTa. 32 yMOBUAHHAM TIOIisI
eKTaMm) Tum 06’exra: <..> BBaYKAacThCS HEOE3IEUYHOIO, SIKILIO

’ ’ <..> P .
In’s 06%exra: <... OITKC IMoa11 MICTUTh OJMH 13

oI KO ACCKPHIITOPA: == pskie ,,WRITE_ OWNER”,
A OTEPATtIl: ... LACCESS SYS_SEC”,

Kon npouecy: <...> %
OcHoBHuUIi KOpHCTYBau: <...> »WRITE_DAC” (BoHnu !

Jlomen: <..> 03HAYAIOTh BiJIIIOBITHO 3MiHY
Kon Bxoxy: <...> BJIACHUKA 00’ €KTa, BCTAHOBIICHHS
KOpI/ICTYBa‘I-KJ'IiGHTZ <..> ayauTa JO0CTyIy 10 00’ekxTa Ta
JoMmeH Kiienra: <...> 3MiHY J103BOJIiB Ha JIOCTYII 10
Kon Bxony kiienTa: <..> 06’€KTa)1

Hoctyn: <..>
[Mpusizei: <...>
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Katero-| Kon Onuc TlosicueHH
pis (YKpaiHCBKOIO MOBOIO)
N3mene- |608 [IprcBoeHHS TpaB KOPHCTYBavEBi [Nonis BUHMKAE, AKIIO KOPUCTYBAYEBI
HHE T10- [pago: <..> a0o rpyIi KOpUCTyBadiB OyII0
JIMTHKHU IIpucsoeno: <..> TIPHUCBOEHE IICBHE IIPABO
Bukonasenp: <...>
Kopucrysau: <..>
Homen: <...>
Kop Bxoay: <..>
N3mene- |609 Bunanenss npas kopucTyBaya [Nonis BUHKKAE, AKIIO y KOPUCTYyBada
HHE T10- [paBo: <..> abo rpymu KopucTyBadiB Oyio
JIUTUKA Bunaneno ms: <...> BHJAJICHE NICBHE IIPaBO
Bukonasenp: <...>
Kopucrysau: <..>
Homen: <...>
Kop Bxoay: <...>
Usmene- |612 3MiHa IONITHKH ayInuTa [Nonis BUHMKaE, AKIIO Oyna 3MiHEHA
HHE TI0- Hosa momnituka: moriTrka ayaura Windows
JINTHKHA VYemix Bigmosa
<.> <.>Bxig/Buxig
<..> <..> loctyn mo 00’€KTiB
<..> <..> BukopucTaHHs IpaB
<..> <..>KepyBaHHs 0071IKOBUMHI
3aIcamMu
<..> <..>3MiHa NOJITHKA
<.> <..> Cucremni noaii
<..> <..>]JleranbHe BiICTEXEHHS
<..> <..> JlocTyn [10 CIIy’)KOM KaTaJoTiB
<..> <..> Bxig yepe3 o0MiKOBHIi 3ammucC
Bukonasenip:
Kopucrysau: <..>
IM’s nomeny: <...>
Kop Bxoay: <..>
VYyernsle |624 CrtBOpeHHS 00TIKOBOTO 3aIUCY KOPHCTyBada [Nonis BUHMKAE, AKIO OYB CTBOPEHUIA
3aIcu Im’st HOBOTO OOIMIKOBOTO 3amucy: <...> HOBHIT 00JIIKOBHIA 3aITC KOPHCTyBaya
Hoswuii fomen: <...>
Koz o6mikoBoro sarmcy: <...> Tonist BUHKKAE, AKINO CHCTEMHHUH
Bukonagenp: <...> anminicTparop abo aaMinicTpaTop
Jlomen BUKOHABIA: <...> 0e3reKu CTBOPHUB HOBUI 00IIKOBHIA
Konx Bxony BukoHaBLs: <...> samuc y Windows
[pusinei: <...>
VYuetnsie (630 BunameHss 001iKOBOTO 3aIiCy KOPHCTyBada [onis BUHMKAE, AKIIO OYB BHIATICHUN
3aImncH Im’s oGmikoBoTO 3amucy: <...> 00JTIKOBHUH 3aIuc KOPHCTyBaya
Homen: <...>
Koz o6uikosoro 3anucy: <...> Iopist BUHUKAE, AKIO CUCTEMHMIA
Bukonasens: <...> anMiHicTpaTop abo aaMiHicTpaTop
HomeH BUKOHABLSL: <...> 0e3neKH BUAaIKMB O0IIKOBUI 3amuc
Kon Bxony Bukonasus: <...> Windows
[pusinei: <...>
VYuernsle (635 CTBOpEHHS JIOKAJIBHOI TPy [onist BUHMKAE, KO Oyia CTBOpEHA
3amucu Im’st HOBOTO OOIMIKOBOTO 3amucy: <...> HOBA JIOKaJIbHA Ipyna

Hosuii qomen: <...>

Kon HoBOTO 00MiKOBOTO 3aMKCy: <...>
Bukonasenp: <...>

JlomeH BUKOHABIS: <...>

Kon Bxony Bukonasus: <...>
[pusinei: <...>

49




Kon nomeny: <...>
Bukonasenp: <...>

JloMeH BUKOHABIA: <...>
Kon BXOJZly BUKOHaBLA: <...>
[pusinei: <...>

Katero-| Kon Onuc TlosicueHH
pis (YKpaiHCBKOIO MOBOIO)
VYuernsie 636 BreceHHs 4iieHa JTOKAIBHOI TPYITH [onis BUHKKAE, AKIIO A0 JIOKATBHOT
3ammcu Unen: <...> rpynu OyB BHECEHUH 00JiKOBHI
Im’s oGmikoBoro 3amucy: <...> 3ammc KoprucTyBada abo riodanbHOT
Homen: <..> rpynu
Kopx obikoBoro 3amucy: <...> . —
BHKOHABEwD: <..> HOIl.I}I.BI/IHI/IKaE B pPE3yIbTAaTi 3M1\I’-II/I
JIOMEH BHKOHABII: <...> IMIHICTPaTOpoM 6e3mekn poieit
KoJ BXO/Ty BHKOHABILS: <...> KOPHCTYBaYiB 32 JOMOMOTOI0
Mpusinei: <...> nporpamu KepysaHHs 3axucmom
VYyernsie |637 BunaneHss aieHa JTOKaIbHOI TPYITH Tloxist BUHMKAE, SIKIIO 3 JJOKAIBHOT
3ammcu Unen: <...> rpynu OyB BUAAJICHUH 0OJIIKOBHI
Im’s oGmikoBoro 3amucy: <...> 3ammc KopucTyBava abo rrodanbHOL
Homen: <..> rpynu
Kopx obmikoBoro 3amucy: <...> . —
BHKOHABewD: <..> HOIl.I}I.BI/IHI/IKaE B pPE3yIbTAaTi 3M1\I'-II/I
JIOMeH BHKOHABII: <...> IMIHICTPaTOpOM Oe3mekn poireit
KoJ BXO/Ty BHKOHABILS: <...> KOPHCTYBAYiB 32 JOMOMOTOIO
Mpusinei: <...> porpamu KepysaHHs 3axucmom
VYuetHble (638 Bunanenss nokanbHOi rpynu [Nonis BUHMKaE, K0 Oyiia BUIAICHA
3aIUCU Im’s oGmikoBorO 3amucy: <...> JIOKaJbHA TPyIa
Homen: <...>
Kopx obikoBoro 3ammcy: <...>
Bukonasenp: <...>
JloMeH BUKOHABIA: <...>
Kon BXOJZly BUKOHABIIA: <...>
[pusinei: <...>
Vyernsie |640 3miHa 3arajpHOI 0a3u maHuX oOJikoBHX 3amuciB  ([lomis BUHHKaE y BHMIAAKY 3MiHH 0a3u
3aIHCU Twun 3minnm: <...> 00JIIKOBHX 3aIlKMCIB, HE MOB’I3aHOT 13
Tun o6’exra: <...> KOPHUT'YBaHHAM OOJIIKOBUX 3aIHCIB
IM’s 00’ ekra: <...>
Kox o06’ekra: <..>
Bukonasenp: <...>
JlomeH BUKOHABI: <...>
Kon BXOJly BUKOHABI: <...>
Vyernsie |643 3MiHa TONITHKY U1 JOMEHY: 3MiHa <...> [onis BUHMKaE, AKIIO Oynia 3MiHEHA
3aIUCcH Homen: <..> IOJIITHKA 00JIIKOBUX 3aIIUCIB

'V ToMy BMNaJKy, KOJIM BCTAHOBIICHHMIi JIUIIE ayJUT 3MiH JO3BOJIB Ha JOCTYII 10 (aiiry uu
Hanky, y KypHall MOXYTb 3’SBISITUCH 3allUCH ayAWTa 13 3a3HAUYEHHSIM Yy IEpesiky BHIIIB
JIocTyny 3HaueHHs WRITE_DAC, xouda 3MiHA JO3BOJIIB 1 He Mana Micis. Hampuknazg, e
BiZIOyBa€eThCs Micis nepersiy (0e3 BHECEHHs 3MiH) IepeltiKy JO3BOJIIB Ha JOCTYH 10 daiimy

Y1 TIAIKY 32 JIOTIOMOTO0 TIporpamu explorer.exe (/7po8odHUK).

AHaJIOTIYHO, Y BUIIAJKY TMEeperysily 3HaUeHHs TapaMeTpa peecTpy 3a JOIMOMOI0l0, HalIPHUKIIA],
nporpamu regedit.exe y )KypHaJli MOXe 3’SIBUTHCH 3aIIUC MPO 3MiHY J03BOJIB (BUKOPUCTAHHS

nporpamu regedt32.exe, ska BxoauTh 10 ckiuagy Windows 2000, e gae Takoro edekry).
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OOOATOK I ®opmu 3BiTY Npo HebGe3ne4Hi noaii Ta

NPOTOKOJ1Y APYKY
3BiT nNpo Hede3meuHi moaii

3a (mara)

Yac moyaTky poOOTH:
[IpoTsiromM JHS B cCUCTEMI:

3adikcoBaHi HeOe3MeYH1 MOIii:

<mepeik Mo (3a3HavarThCs HKEPEIo, ieHTH(IKaTop Ta Yac moIii)>;

y TOMY YHCJ1 TOMUJIKU:

<mepeik Mo (3a3Ha4arThC HKEPEITO, ieHTH(IKATOp Ta Yac MOIil)>;

3BiT copmoBanmii: </lata Ta yac>

IIpoToxo. ApyKy 10KYMEHTIB

3a (mara)
(3 o (iaTepBan nar))
Komm’rotep:

HanpykxoBaHo qOKyMEHTIB:

(Bcworo apkymis: )
N | Yac |Kopucty-|IIpuntep| MiTka JIOKYMEHT Hanpykosano
n/n Bay Hocig | Haszea | I'pudp | OOmi- | ApkywiB |IIpumip-
JaHUX KOBUI | B OJHOMY | HUKIB
HOMEp | mpuMip-
HUKY
[TpoTokous chopmoBanmii: ([lara Ta yac)
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OOAOATOK . Moxnui npobnemu nig 4ac po6otu
CUCTEeMM Ta CNOCcoOu IX BUPiLLEHHA

VY Tabmumi /.1 HaBeAeHUH epertiK BiIOMUX MpoOIeM, SIKi MOKYTh BUHHKHYTH ITiJT 4ac
eKCILTyaTallil CHCTEMH Ta OIMCaHI IIJIAXH 1X 10JI0JIaHHS.

Ta6mums /1.1

KopoTtkuii onuc mpo6iemu

MOoXJIHBI TPUYHHA

Crnioci0 BupilIEeHHS

3aranapHi IpoOIeMu

Ha nouatky po6oTu cucremu
BUHHKA€ TIOMUJIKA TIiJT 9ac omnepartii
Bidkpumms xypHany 3axucmy.
MoHimop 3axucmy TIOBiTOMIISIE TIPO
MOMMJIKY 3 KOJoM 87 mmiJ gac
pobotu cucteMHoi GyHKIii

Ouncruty xxypHamu Windows i
3alpONOHYBaTH CHCTEMI
TIOBTOPHUTH OTIEPALIIT0

TTomMumky iz 9ac BUKOHAHHS
omepauii Biokpumms 6a3u daHux
3axucmy

[Momrkomxenuit aiin i3 mepenikoMm
KOPHCTYBadiB —
%LOZA%\Security\Safety\
userlist.cds

BimHoBUTH (haiin i3 pe3epBHOI KorIii
1 3aIIPOTIOHYBATH CHCTEMI
MOBTOPHTH OMEPALLIO.

SIKIIo 11e HEMOKITMBO, CIILT
crnpoOyBaTH BUIIPABUTH IIOMUIIKY Y
¢aiini Bpy4uHY 32 JOITOMOTOIO
nporpamu CDSPad (BoHa
3HAXOAUTHCS B AL
%LOZA%\Lib)

Ha nmouartky pobotu mporpama
Starter BUIA€ MOBIJOMIICHHS
“IIpomecc cepBepa HE MOXKET OBITH
3aIlyIleH, TaKk KaK yKa3aHa
HETIpaBUIIbHAS HOCHTH(UKALII.
[IpoBepbTe MpaBUILHOCTH
yKa3aHUs UMEHH NOJIb30BATEIs U
naposus’”’

YV nacrpoiikax DCOM HeBipHO
BKa3aHMH MapoJib KOPUCTYBada, Bif

IMeHi SKOTO 3aIyCcKaeThCcsl Cepsep
besneku

3a JOMTOMOT 00 YTHIIITH
LOZARecover (80Ha 3HaXOUTHCS
B manii %LOZA%\Lib)
BCTAaHOBUTH KOPUCTYBada UL
3aIrycKy cucteMu (a0 BpydHY
BCTAaHOBUTH KOPUCTYBady, BiJ
iMeHi gKoro 3ammyckaeTscs Cepgep
6e3reku, HOBUII TapOITb i
3a3Ha4YUTH MO0 B HACTpOMKax
DCOM 3a nonomoroo nporpamu
dcomcnfg)

YV BIaCTHBOCTSIX 0OJIKOBOTO
3aIuCy KOPHUCTyBaya, Bij iMeHi
SKOTO 3amycKaeTbes: Cepeep
6e3rneku, BCTAaHOBJIEHA BiMITKa
PO HEOOXiTHICTh 3MIHH MApPOIIS
IiJ] Yac HACTYITHOTO BXOY A0
CHCTEMH

3a 10NOMOTOI0 YTUIIITH
LOZARecover (BOHa 3HaXOIUTHCS
B manii %LOZA%\Lib)
BCTQHOBHTH KOPHUCTYBa4a JUIst
3aIrycKy cucteMu (a0 BpydHY
3HATH BIIMITKY PO HEOOXiTHICTh
3MiHH MapoJIs i 9ac HACTYITHOTO
BXOJY JI0 CHCTEMH i BCTAHOBHUTH
BiIMITKY ITPO HEOOMEKCHICTh
TEPMiHY il mapois)
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KopoTtkuii onuc mpo6iemu

MOoxJIHMB1 TPUYIHHI

Crnioci6 BupilIeHHS

[H1Ii IpoGIIeMu

Sxmio mpo6iieMa 3aKOHOMIpHO

MTOBTOPIOETHCSA, CITiI 3BEPHYTHCH J10

PO3pOOHUKIB CHCTEMH Ta HAIATH

JOKJIaIHY iHPOpPMAILIiTo TIpO

MMOCJIIIOBHICTB 1M, SIKi

BHKJIMKAIOTH TIpo0IeMy.

BaxaHo TakoX BUKOHATH Taki il

® CTBOPHWTH B PO3JILUTL PEECTPY
HKEY LOCAL MACHINE\
SOFTWARE\NIlavtoprom

napameTp

ReportLOZADebugEvents THITY
DWORD

e  BUKOHATH Jii, IKI BUKJIUKAIOTh
npoOnemy

® CTBOPHUTH KOIIIO CHCTEMHOTO
JKypHAITy IIPUKIIAIHHAX IPOTPam
(>xypHan [MpunoxeHus)

®  BHIAJWTH CTBOPEHHUI apameTp
peecTpy

®  HaJICIIATH CTBOPCHY KOO
JKYpPHAITYy pO3pOOHUKY

[TpoGnemu mif

yac poOOTH 3 MPOTPaMor0 KepyeaHHs 3axucmom

ITig gac cipobu KomaTH MIadIIoH 1O
MIEPEITiKy TO3BOJICHUX MIa0JIOHIB
(mento KoHgbieypayis\Poboma 3
dokymeHmamu\LLlabnoHu ma
Hadbydosu) BUHUKAE TTOMUJIKA 3
MoBioMIIEHHAM “‘HemoximmBo
iIpaxyBaTH KOHTPOJBHY CyMy
tatiy... Kox momunkm 32”

Buxonyetbes nmporpama MS Word
g MS Excel

[MpunuarTH poOOTY 3 MPOrPaAMOI0
MS Word a6o MS Excel

[TpoGnemu mif

yac poOOTH 3 IPOTPAMOI0 3axuwieHi AoKyMeHmu

ITommka iz 9ac CTBOPEHHS 06a3u
JIOKYMEHTIB Ha PO3/ILIi )KOPCTKOTO
JIMICKY 3 TIOB1IOMJICHHSIM
“HeMO>XJIMBO CTBOPUTH 0a3y.
System Error. Code: 183.
HeBo3moxHO co3nath ¢aitn, Tak
KaK OH YXe€ CyIIECTBYeT”

Po3nin xxopcTkoro nucka
BUKOPUCTOBYBABCS ISl JOKYMCHTIB
y TOTIepeTHIH IHCTANSIIT CHCTEMH

IMommka i 9ac BigKpPHUTTS
JIOKYMEHTa 3 ToBioMiIeHHsM “He
MOXY BIAKITFOYHUTH Ma0IoH ...”

[Mporpama He MOXe BiAKIFOUYHTH
rabroH a6o HanOyIoBY, SKi
3aBaHTaXXYIOThCS ABTOMATHYIHO

[epecBiguuTHCH, IO BKA3aHUHA
mrabiron abo HanOynosa MS Word
ta MS Excel, siki 3aBaHTaKyIOTBCS
aBTOMATHYHO (IX po3MillleHHS
BHU3HAYAETHCSA HACTPOHKAMH ITHX
porpam, 3BU9aiiHO BOHU
MICTSIThCS B IAnKax

Office\Startup — mmst MS Word ta
Office\Startup — g MS Excel)
BKITIOYCHI JI0 CKIIaly JO3BOJICHIX
m1abJI0HIB Ta HaI0y10B (IIporpama
KepyeaHHs1 3aXUCmom, MEHIO
KoHdpieypauis\Poboma 3
dokymeHmamu\LLlabnoHu ma
Hadbydosu)
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KopoTtkuii onuc mpo6iemu

MOoxJIHMB1 TPUYIHHI

Crnioci6 BupilIeHHS

TTonepemkeHHS i Yac BiAKPHATTS
JIOKYMEHTA 3 TIOB1TOMJICHHSIM
“@aiin ... He TO3BOJIEHUN I
BUKOPUCTAHHS’

VYkazanuii mabnon abo HaxOy0Ba
MS Word ta MS Excel He
BKJIFOUCHI JI0 CKJIAy A03BOJICHUX
ra0IIoHiB Ta HaAOyNOB (TIporpama
KepysaHHs1 3axucmom, MEHIO
KoHabizypauis\Poboma 3
dokymeHmamu\LLlabnoHu ma
Hadbydosu)

3a HeoOXiqHOCTI moxatu ¢aii 10
BiJTIOBIHOTO TIEPEITIKY
JI03BOJIEHMX IIA0JIOHIB Ta
Ha0y#oB (Tporpama KepysaHHsi
3axUcmom, MEHIO
KoHabizypauis\Poboma 3
dokymeHmamu\lllabrioHu ma
Hadbydosu)

VYeci iami npobiemu

36iit y poboti mporpam MS Word
ta MS Excel

1. 3akiHunTH poOOTY i3 MPOrPaMOIO
BaxuweHi dokymeHmu.

2. IlepecBiguucCh, MO B MEPETIKY
TIPOIIECiB, SIKi BAKOHYIOTHCS B
CHCTEMI, HE 3aJIHIIIIIOCS TPOLECIB
Winword.exe Ta Excel.exe

3. SIxmio 1i mporiecu BUKOHYIOTHCS,
3aBEPLINTH iX

[Tpobaemu miz yac peectparii

IMomunka mig yac cupobu
3apeecTpyBaTH CUCTEMY CIIOCOOOM
lNpue’siska 00 enekmpoHHO20

He 3amyckaeTbcst cTrangapTHa
ciryxx6a Windows Cmapm-kapmel 3

Hanatu kopuctyBauy LOCAL
SERVICE nouuit goctyn 1o

noBimoMIeHHIM OmKa3saHo 8 pO3aLIy peecTpy
kmo4a 3 nosinomieHHsM “He docmyne. Y KypHaili MiCTUTbCS HKEY LOCAL_MACHINE\
BCTaHOBIECHUH Koy uaToken” 3anMc npo BiAcyTHicTh goctyny 10 | SOFTWARE\Microsoft\
posniny peectpy Kaie. Cryptography\Calais
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lNMepenik ckopo4yeHb Ta NO3HA4Y€Hb

oC orepauiiHa cuctema
I13 nporpaMHe 3a0e3MeYeHHS
ITP 1 [IpaBUIa PO3MEXYBAHHS TOCTYILY
T3I TEXHIYHHUIA 3aXHUCT iHpopMmaii
%LOZA% kopeneBa namnka JIO3A-1

VY HaBeneHii HUK4Ye TaOIUI BKAa3aH] MO3HAYEHHS /IS BUJIIB JOCTYILY 10 00’ €KTIB.

Bupg nocryny CxopoueHHs
bazoBi Buau gocrymy
AJMiHICTpYBaHHS A
BukoHaHHs X
BunaneHus D
Bunanenns nanku DF
Apyx p
Excnopr E
3anuc BJIIACHUKA WO
3anuc JaHux WD
3anuc 10/TaTKOBUX aTpUOyTIiB WEA
3anmc piBHS JOCTYITY WSL
3anuc CuCKy ayauTa WAD
3anuc CIUCKY IOCTYITY WDC
3anuc cTaHAapTHUX aTpHOYTIiB WA
30epexenHs B 6a31 JOKYMEHTIB SB
Excnopt (30epesxenHs y daiii) S
KopuryBaHHst JOBiTHMKA TUIIIB JOKYMEHTIB EKD
[lepeiiMmeHyBaHHs RN
[IepeiiMeHyBaHHS ITAIIKU RF
CtBOpEHHS C
CTBOpEHHsI TOKyMEHTa CD
CTBOpEHHS ManKu CF
YuranHs aTpuOyTIB JOCTYILY RAA
YuranHa qaHux RD
UuTanHs JOBIJHUKA TUITIB JOKYMEHTIB RKD
UYuTaHHS 1OJJTATKOBUX aTpUOYTIB REA
UuTaHHS CTaHAAPTHUX aTpUOYTIB RA
CknajieHi BUAM TOCTYIY

Jpyk Ta ekcnopt E
3anuc \
KepyBanHs noctynom AM
Kopurysanus ED
KopuryBanHss, Ipyk Ta eKCnopr EE
[ToBHHUI 1OCTYN F
Uuranus 6a3u RB
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